1

Indian Telecom Industry
getting ready for
M2M/IoT
Written by Monika Gupta
Aug 2017

Indian Telecom Industry getting ready for M2M/IoT, Sep 2017

www.theiet.in/IoTPanel

2

Table of Contents
List of Contributors .......................................................................................................................... 3
Introduction ..................................................................................................................................... 4
M2M/IoT in India today ................................................................................................................... 5
Section 1: M2M/IoT Telecom guidelines & standards in India today .............................................. 5
MeitY Draft Policy on Internet of Things (revised 2016)................................................................... 6
DoT National Telecom M2M Roadmap (2015) ................................................................................ 6
TRAI Consultation Paper (2016) ..................................................................................................... 25
Section 2: Mobile network technology for IoT ............................................................................... 39
5G ................................................................................................................................................... 40
4G for IoT - NB-IoT and LTE-M........................................................................................................ 42
Non-cellular LPWAN technology - LoRa ......................................................................................... 44
Section 3 - Captive / Dedicated IoT versus Wide Area Network (WAN) IoT .................................. 47
Industrial Automation (Captive / Dedicated IoT) ........................................................................... 48
Energy and Utilities (mostly Wide Area Network IoT) .................................................................... 49
Real-time location services (can be both Captive / Dedicated IoT and Wide Area Network IoT) ... 52

Indian Telecom Industry getting ready for M2M/IoT, Sep 2017

www.theiet.in/IoTPanel

h Mithal

3

List of Contributors
A. Primary Author / Authors
Name
Ms. Monika Gupta

Designation
Chairperson - IET IoT Panel Telecom
Working Group

Organisation
Telecom Consultant
(Former CIO B2B, Bharti Airtel)

B. Contributors (Working Group Telecom – IET IoT India Panel)
Name

Designation

Organisation

Mohan Raju

Chief Strategy Officer

Azuga Inc

MV Govindarajan

Former Chief of Operations and PLM
- Telecom and Hi-tech

L&T Technology Services

Jeurgen Hase

CEO

Unlimit

Satish Mittal
VS. Shridhar

Senior VP, CTO - Enterprise Business
Solutions
Senior VP and Head of IoT Business

Vodafone India
Tata Communications

C. IET Review Committee
Name
Shri T.V. Ramachandran

Designation

Organisation

President

Broadband India Forum

Former Member TDSAT & CMD

MTNL

Hon'y Principal Advisor

Broadband India Forum

Managing Partner Arthe Law

TMT

Hon'y Principal Advisor

Broadband India Forum

Managing Partner, Arthe Law, TMT
expert

TMT

Hon'y Principal Advisor

Broadband India Forum

Directors in Standards Public Policy

EU Project SESEI

Shri Kuldip Singh

Shri DP Singh

Shri Abhishek Malhotra

Mr. Dinesh C. Sharma

Indian Telecom Industry getting ready for M2M/IoT, Sep 2017

www.theiet.in/IoTPanel

4

Introduction
Many of us (like me), working in the Telecom sector, have been fortunate to see the
evolution of Telecom industry (globally & in India) in the last two - three decades. From
telegraphs/trunk calls to land line phones to mobile phones; from voice (local, STD, ISD) to
VoIP/VoLTE and data; from the classical black land line phones to pagers, hand-helds,
feature phones and touch screens; from sms to mobile apps; from paper to
digital/online ……. and much much more. While this experience has been amazing, it is
believed and forecast that telecom is on the door step of another evolution - the
beginning of M2M/IoT in Telecom.
What we have also seen over the years is that while India initially was a follower in
Telecom technology and the US/European companies brought the technology to India,
the last few years have turned the tables. With a billion plus population, vast
geographic spread, fundamental necessity of communication and need for affordable
telecom offerings, India has adopted telecom in a big way and in a unique way which
works best for its requirements. Be it prepaid, free VoIP calling, multi-lingual apps,
messaging/social networking, internet usage ……. Indian telecom has grown big its
own unique way. India is now actively tracking new technology developments and
standardisations globally and is influencing it for India specific needs.
In this paper we have put together a synopsis of where Indian telecom is today w.r.t.
M2M/IoT and how it is getting ready for the next revolution.
This paper is arranged in three sections and is a summary of study & research of various
documents/papers from various Government organisations, M2M/IoT & Telecom Solution
providers, Standards development organisations, information available on the internet
etc.
l

Section 1 - M2M/IoT Telecom guidelines & standards in India today - where are we
and what is defined/being discussed currently

l

Section 2 - Mobile network technology, 5G and IoT - why is 5G being discussed /
required for IoT. How do 4G and LPWAN technologies support IoT services

l

Section 3 - Captive / Dedicated IoT versus Wide Area Network IoT - what are the
telecom IoT solutions for these use-cases and what technologies work best for short
range coverage and wide range coverage
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M2M/IoT in India today
In a recent report by research and strategy consultancy Zinnov Zones published in August
2017, it is mentioned that Indian information technology (IT) services companies now own
about two-fifth of the global IoT market. In all about 43% or $1.5 billion of the global $3.5
billion market. The report listed TCS, Wipro, Infosys, HCL, Tech Mahindra, Persistent,
Genpact and L&T Technologies among the global leading innovators and market leaders in
IoT. Bengaluru was the top location in India for IoT processes.
Specific to the Indian market, IoT is still in its nascent stages but is gaining huge
importance in the eyes of the government, corporates, regulators and policy makers in
India. The Government of India announced that it has plans to create a $15 billion internet
of things market in the country by next five years. In 2015, the government rolled out a
draft policy document on IoT and IoT is expected to play a pivotal role in Indian Smart
Cities Project. A centre of excellence for IoT was set-up in Bengaluru by the government in
partnership with NASSCOM, DEITY, TCS, Intel, Amazon web services and FORGE
accelerator. It is also proposed that Andhra Pradesh turns into an IoT Hub by 2020. The
Digital India and Make in India projects are further expected to promote IoT adoption in
India.
Coupled with this are the nearly 500 IoT startups in India (listed in the IoT Forum - IESA IoT
startup directory) with more than 50% of them from Bengaluru, offering solutions across
industry verticals like automotive, robotics, drones, smart homes, industrial automation,
smart agriculture & food, healthcare & wearables, smart cities, logistics & transportation
etc.
However the IoT adoption in India poses numerous challenges too which need to be dealt
with - some like data security, data ownership, ROI, lack of standardisation, which are not
unique to India alone and some challenges specific to India like lack of ubiquitous internet
connectivity, cost of devices/IoT systems and lack of readiness of supporting infrastructure
and systems for IoT (e.g. traffic systems, utility grids, existing industrial infrastructure).
IoT being a complete new ecosystem requiring hardware, applications, platforms and
needing new strategies, business models and vendor landscape plus partnerships, it is
expected that enterprise IoT solutions shall see a higher adoption and usage in India as
compared to consumer IoT adoption to start with. This is in line with the global trend.
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The IET India IoT panel’s “Indian IoT case studies paper” (published along with this white
paper in September 2017) identifies some top industry domains and use cases for which
IoT deployments have been successfully done in India.

Section 1: M2M/IoT Telecom guidelines &
standards in India today
In this section, we are summarising the M2M telecom standards existing/being defined
currently in India. The three key documents in this regard are:
1. Draft Policy on Internet of Things first released by Ministry of Electronics and
Information Technology (MeitY) in Nov 2014. The same was revised in April 2015 and
the latest revision was done in July 2016.
2. National Telecom M2M roadmap published by Department of Telecommunications
(DoT) in May 2015
3. Consultation paper on spectrum, roaming & QoA related requirements in M2M
circulated by Telecom Regulatory Authority of India (TRAI) in October 2016
(Note: TRAI has recently released Recommendations on Spectrum, Roaming and QoS
related requirements in M2M communications on 5 September 2017 - the same are not
included here and shall be covered in the next update of this white paper)
In 2015, TEC has also come out with 9 technical reports on M2M, detailing sector specific
requirements / use cases, gateway & architecture etc. Two more reports have been
released recently in 2017 taking the count to 11 now.
(TEC reports are available on http://www.tec.gov.in/technical-reports/ )

MeitY Draft Policy on Internet of Things (revised 2016)
The key objective of the draft IoT policy document was to facilitate creation of an IoT
industry in India (USD 15 billion by 2020). To achieve the same, three key focus areas were
identified. Firstly, undertake capacity development (people & technology) for IoT specific
skills for both domestic and international markets. Secondly, undertake research and
development and lastly, develop IoT products and solutions specific to India’s needs. The
Policy framework of the IoT Policy has been proposed to be implemented via a multi-pillar
approach. The approach comprises of five vertical pillars (Demonstration Centres, Capacity
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Building & Incubation, R&D and Innovation, Incentives and Engagements, Human
Resource Development) and 2 horizontal supports (Standards & Governance structure).
Summarising the key takeaways below:
i.

The number of internet connected devices is growing very fast and expected to reach
anywhere between 26 billion and 50 billion globally by 2020. Therefore to leverage
India’s strength as global service industry leader and through suitable promotion and
support mechanisms this draft IoT policy has been formulated to create an IoT
ecosystem in the country.

ii.

The Indian government’s plan of 100 smart cities along with Digital India program can
lead to massive and quick expansion of IoT in the country.

iii. The key stakeholders in the IoT initiatives will be the citizens, the government,
academia and the industry. Partnership and collaboration amongst the stakeholders
shall be essential plus experiences from global forums and active participation of
global partners along with participation of startups will help us build innovative
solutions.
iv. Definition - IoT is a seamless connected network system of embedded objects/
devices, with identifiers, in which communication without any human intervention is
possible using standard and inter-operable communication protocols.
v.

Vision - To develop connected, secure and smart IoT based system for our country’s
Economy, Society, Environment and global needs.

vi. Objectives –
a) To create an IoT industry in India of USD 15 billion by 2020. This will also lead to
increase in the connected devices from around 200 million to over 2.7 billion by
2020. As per Gartner Report the total revenue generated from IoT industry would
be USD 300 billion and the connected devices would be 27 billion by 2020 globally.
It has been assumed that India would have a share of 5-6% of global IoT industry.
b) To undertake capacity development (Human & Technology) for IoT specific
skill-sets for domestic and international markets.
c)

To undertake Research & development for all the assisting technologies.

d) To develop IoT products specific to Indian needs in the domains of agriculture,
health, water quality, natural disasters, transportation, security, automobile,
supply chain management, smart cities, automated metering and monitoring of
utilities, waste management, Oil & Gas) etc.
vii. Strategies - The approach comprises of five vertical pillars (Demonstration Centres,
Capacity Building & Incubation, R&D and Innovation, Incentives and Engagements,
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Human Resource Development) and two horizontal supports (Standards &
Governance structure).
a) Demonstration of domain specific applications - To develop domain specific
strategies for IoT and to identify and develop domain specific applications /
prototypes which are of highest priority and inclusive in benefits. The domains
identified are:
u

Smart City

u

Smart Water

u

Smart Environment

u

Smart Health

u

Smart Waste management

u

Smart Agriculture

u

Smart Safety

u

Smart Supply chain & Logistics

u

Smart manufacturing / Industrial IoT

b) Incubation and Capacity Building - To promote institutional capacity building
with ERNET and 15 academic/institutional partners. In this program government
will fund resource centres, test beds, support IoT experiments, facilitate IoT
innovation, setup incubation centres and COEs (Centres of Excellence)
c)

Standards - To facilitate global and national participation of industry and research
bodies for promoting standards around IoT technologies developed in India and
to setup national expert committee for developing and adopting globally
established and inter-operable IoT standards in the country.

d) Innovation, Research and Development - To fund R&D in IoT for specific
applications. An innovative project - IIRC (International IoT Research
Collaboration scheme) to be initiated by DeitY in support with aligned association
/ supporting organisation.
e) Incentives and Engagements - To support venture funds specifically directed to
support IoT companies. To launch a programme to promote export of IoT
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products and services by facilitating space requirements and other infrastructure
at subsidised rates for setting up IoT development centres in the country. To
support participation in leading international global trade fairs to show Indian
industries’ capabilities in IoT and provide preferential market access to domestic
manufacturers of IoT solutions. Engagements in the form of participation in global
forums on IoT like IEEE and setup high level advisory committees to help interface
with various IoT attached industries.
f)

Human Resource development - To create an IoT education and awareness
program in the country - at M.Tech, B.Tech levels, certificate courses, IoT
education exchange programs, setup test beds and test labs for IoT design,
development and testing in academia etc.

g) Governance Structure - Create legal frameworks to handle issues that may arise
due to IoT related products, systems or services. To setup Advisory and
Governance committees to govern all initiatives, projects, and their progress. Set
up programme management unit to provide ongoing support for identification of
various initiatives, their implementation support and tracking their performance
including periodic reviews by the Advisory and Governance committees.

DoT National Telecom M2M Roadmap (2015)
India National Telecom M2M roadmap was published in May 2015. Given the tremendous
opportunity represented by M2M communications and the substantial and tangible
socio-economic benefits it can bring, the “National Telecom M2M Roadmap” was
prepared by DoT to put together various standards, policies and regulatory requirements
for India and approach for the industry on how to look forward on M2M. The document is
arranged in seven chapters and annexures and the key takeaways are mentioned below:
Chapter 1 - Background & Introduction
i.

M2M is an emerging area in the field of telecom technologies. In M2M
communications, machines can be interconnected through a host of media like indoor
electrical wiring, wired networks (Ethernets), WPANs (Bluetooth, Zigbee etc.), WiFi,
PLC, PSTN/DSL, 2G/3G/4G and even satellites.

ii. M2M ecosystem comprises of:
a) Telecom service providers
b) M2M application service providers
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c)

Sensors/hardware OEMs

d) Supply chain
e) Middleware
f)

Deployment & asset management

iii. Various Fixed and Mobile connectivity solutions are available as per the need for
mobility and geographical spread to be covered.

iv. The proposed M2M architecture by oneM2M partnership depicts three layers:
a) Network services layer
b) Common services layer
c)

Application layer

It comprises of Application entity (AE), Common services entity (CSE) and underlying
Network services entity (NSE) functions. The data storage, applications and actuation
may reside on the physical network entities, captive data centre or cloud or in a
hybrid mode.
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v.

M2M opportunities can be across many industry verticals/segments:
a) Transportation & Automotive
b) Utilities
c)

Financial transactions in Retail

d) Home/Buildings
e) Security & Surveillance
f)

Manufacturing

g) Healthcare
h) Consumer Electronics
i)

Others - agriculture, mining, conservation of wild life/forests etc.

vi. A number of M2M/IoT mega projects announced by Govt. of India have the potential
to impact socio-economic life e.g. 100 Smart cities, 14 Smart grid pilots etc.
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Chapter 2 - M2M - building communication infrastructure
i.

To realise any M2M based smart network. M2M communication is a key building
block. A typical M2M network consists of the following building blocks:
a) Wide area network
b) Field area network
c)

Neighbourhood area network

d) Home/Building area network
e) Local area network

ii.

WAN/FAN technologies - TSP fibre network and cellular M2M technology using
2G/3G/4G.

iii. HAN & NAN a) 6LoWPAN - IPv6 over low power wireless personal area networks
b) Power Line Communication (PLC) - adding a modulated carrier signal to the power
cable. Different types of PLC use different frequency bands.
c)

WiFi - WiFi wireless LAN connections using technology under 802.11 IEEE
standards. Used for connecting many electronic devices to the internet or to the
wired network using Ethernet.

d) ZigBee - based on IEEE 802 standard for HAN, specially developed to address the
need for low power and low cost wireless network for M2M. Targeted for
applications that require low data rate, long battery life and secure networking.
e) Ethernet - is the most deployed, most known and most trusted wired technology
for LAN but requires cabling & wiring within the building.
f)

HomePlug - electrical wires in the building can be used to distribute broadband
internet, HD video, music and other smart applications.
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g) RFID - radio frequency identifiers embedded in a device - a reader corresponds
with a transponder on being within a close range. Typical use in in warehouse
inventories.
h) NFC (Near Field Communication) - short range wireless connectivity technology
embedded in smart phones
i)

Bluetooth - very popular technology enabling convenient & secure connectivity
and is most commonly used point to point (not connect many devices like WiFi).
IoT/M2M has embraced Bluetooth 4.0 (also called Smart, LE or low energy).

j)

Tetra (Terrestrial trunked radio) - professional mobile radio and a two way
transceiver. Specially designed for use by govt. agencies, public safety /
emergency services, transport and military. Main advantage is very low frequency
gives it a long range and TETRA is built to connect one to one, one to many &
many to many without the need for a control operator.

k) LoRa - offers significantly longer range and improved radio performance
(including deep building penetration). LoRa also benefits from adaptive rates (300
bps to 300 kbps), supports duplex communication and can operate in licensed
and license free ISM bands (like 335 Mhz, 433 Mhz, 868 Mhz, 915 Mhz, 2.4kHz,
5kHz range etc.)
iv. Operating frequencies for wireless technologies for M2M communication are shown
in the diagram below:
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v.

QoS in M2M communications - Different M2M applications will have different QoS
requirements. While some M2M applications require large bandwidth, some require
low latency. Another example of QoS is ARP (allocation & retention priority). ARP
determines the priority a device gets or maintains connectivity in case of network
congestion. Going forward TSPs and ISPs would need to ensure proper coverage along
with QoS catering to voice, data and M2M communications.

vi. Energy footprint of M2M networks - with forecast of billions of devices/sensors along
with network equipment and data centres for M2M it is important that the power
consumption of the M2M networks is optimised and techniques are developed for
low power consumption.
vii. NOFN - enabling M2M reach in rural India - National Optical Fibre Network (NOFN) is
a Govt. of India initiative and it is planned to connect all the 2,50,000 gram
panchayats in India via optical fibre. The dark fibre network thus created shall ensure
a minimum speed of 100 Mbps to each gram panchayat. Three pilot projects have
been initiated in Ajmer (Rajasthan), North Tripura (Tripura) and Vishakhapatnam (AP)
districts to cover all gram panchayats of these three blocks with 100 Mbps bandwidth.
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viii. Building M2M network - In the Indian context, massive investment is required to build
infrastructure along with better co-ordination and planning amongst various agencies.
For e.g.:
a) While planning/building roads, build ducts along side
b) While planning/constructing buildings, build communication ducts
c)

M2M network designs to be based on standards including selection of the
communication technology.

d) Ensure security & privacy
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Chapter 3 - Global scenario on M2M standards & regulations
i.

oneM2M partnership - seven of the world’s leading ICT standards development
organisations launched a new global partnership called oneM2M to ensure the most
efficient deployment of M2M communication systems. oneM2M is a partnership of:
a) Association of Radio Industries & Businesses (ARIB)
b) Telecommunication Technology Committee (TTC) of Japan
c)

Alliance for Telecommunications Industry Solutions (ATIS)

d) Telecommunications Industry Association (TIA) of USA
e) China Communications Standards Association (CCSA)
f)

European Telecommunications Standards Institute (ETSI)

g) Telecommunications Technology Association (TTA) of Korea
For India, GISFI (Global ICT Standardisations Forum for India) gave its contributions to
oneM2M until a year back and now TSDSI is on board of oneM2M partnership and will
be responsible for ensuring that Indian requirements are considered for the global
M2M standards.
Initial goal of oneM2M is to address the critical need of a common M2M service layer
which can be readily embedded within various hardware & software and connect
variety of devices in the field with M2M application servers worldwide. It has released
ten Technical specifications in 2015:

With the mandate of oneM2M partnership, various standards development
sub-activities are taking place by individual standards organisations like ETSI, 3GPP,
IETF, ITU, TSDSI.
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ii.

Global M2M policy initiatives - efforts are ongoing globally to define M2M/IoT
standards to ensure standardisation & interoperability, favourable regulations and
government support, which will help in mass adoption. Some of the initiatives are:
a) GSMA guidelines on M2M/IoT being supported by many telecom operators
globally
b) EU is in the process of implementing “regulatory mandates” on M2M in the areas
of Energy services, eCall and M2M numbering plan
c)

Brazil has significant M2M demand especially in the areas of security and industry.
A number of regulatory developments in Brazil are further set to encourage high
growth in M2M connections in Brazil. Special tax incentives/tax reduction and
compulsory installation of vehicle tracking and smart meters is expected to result
in 35 million M2M connection in Brazil by 2018.

d) In UK, Ofcom has published consultancy papers towards M2M regulation and is
supporting trials of white space technology.
e) In France, their regulator Arcep is consulting if unlicensed spectrum (2.4 Ghz and
5 Ghz bands) should be used for M2M communications, especially for short range
devices.
iii. However the M2M policy and regulatory challenges are enormous and many issues
like global permanent roaming, making connectivity available anywhere, anytime,
numbering plan, spectrum licensing, data sovereignty and management, etc. have to
be dealt with and defined.
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Chapter 4 - M2M initiatives and plans: Road ahead
i.

For addressing the M2M policy and regulatory issues, two committees have been
formed by DoT - one “Policy & Regulatory Committee” and another an “Industry level
Consultative Committee”. The issues and points identified for consideration were:
a) Standards for M2M in line with global standards
b) Allocation of spectrum
c)

Revisit national numbering plan

d) “Always on” requirement - inter operator roaming, inter network mobility
e) Privacy & data protection
f)

KYC and customer traceability issues

g) Security and lawful interception
h) Policy around customers ethical issues
i)
ii.

Close coordination with global organisations

An industry consultative approach was adopted with a questionnaire being framed for
M2M industry and responses sought from all industry stakeholders - in India &
internationally. Total 53 responses were received which have been analysed and
summarised by the DoT sub-committee and then open discussions held with the
industry. On the basis of this, “Terms of Reference” was prepared for formation of
M2M policies and regulations.

iii. Policy and Regulatory guidelines:
a) Registration of M2M service provider (MSP) with DoT - M2M service provider
shall have a different business and telecom resource utilisation model compared
to Other Service Provider. Hence it would be better to have a separate
registration for M2M service providers.
b) KYC norms - M2M devices typically communicate with fixed/predefined APN
mostly without voice and SMS (voice/SMS provided in some cases), hence existing
KYC norms which are human communication centric shall need to be customised
for M2M. KYC rules can remain same for wired connections (by individuals or
corporates). In case of wireless B2B/B2B2C or Bulk connections - MSP having
ownership of the telecom connections, MSP to get the SIMs from TSP after
fulfilling KYC norms. MSP to maintain record of customer details where the M2M
SIMs are installed - device details, customer’s name & address and this data to be
maintained by MSP on a secure portal and shared with TSP online. This is
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necessary to ensure traceability of M2M SIMs. For individual/retail M2M
customers, existing KYC norms shall be applicable.
c)

International Roaming - this is for cases where a foreign SIM is on international
roaming in India. The government is of the view that the law enforcement
agencies should have one point of contact for getting the KYC details i.e. the
Indian TSPs. Mechanisms have to be worked out between the foreign
manufacturers and Indian TSPs to device mechanism to support KYC compliance
for international in-roamers. To begin with machines sold in India may be allowed
with SIMs of Indian TSPs only. But there are operational devices in India with
foreign SIMs and hence the timeline for prohibiting foreign SIMs in India and
timeline for switchover has to be decided in consultation with relevant
stakeholders.

d) SIM related other issues - include the possibility of MSP changing TSPs without
actually replacing the physical SIM. The other issue is of embedded SIMs / soft
SIMs.
e) Data security issues - arise at four levels namely M2M data within telecom
operator’s domain, within MSP’s domain, security at sensor/device level and
security at network level.
f)

Health/safety regulations and environmental guidelines - with the estimation of
millions of devices powered on and connected impact on health of living beings
and environment is an important consideration and necessary guidelines /
standards need to be defined to ensure safety.

g) Location and Connectivity guidelines - all M2M services should be IP based. From
security perspective, it is strongly recommended that all M2M gateways and
application servers are physically located in India. But this may not be possible
due to technical or lack of economy of scale issues. Hence a decision on this
needs to be taken considering all factors including location requirements for
other services like e-mail, social media etc.
iv. Issues under consideration - M2M is evolving and with it the policies and regulatory
requirements are also evolving. Some issues that are identified w.r.t. Indian M2M
environment and are under active consideration are:
a) M2M spectrum requirement
b) Define frequency range for PLC communication
c)

M2M numbering plan

d) M2M roaming requirements
e) Cloud use for M2M

Indian Telecom Industry getting ready for M2M/IoT, Sep 2017

www.theiet.in/IoTPanel

20

f)
v.

Capturing SIM details / mobile number as part of registration

M2M standards development initiatives - For large scale deployment of M2M,
standardisation of M2M at country level, standards for back end systems,
interoperability, device management, SIM/eUICC standards, network quality etc. are
essential. All the global standardisation bodies have regional office in India to
understand India specific requirements towards standards. In India we have TSDSI
(government recognised body) and TEC (technical arm of DoT) working on M2M
standards. TEC has formed five working groups - Power, Automotive, Surveillance,
Health, M2M Gateway & Architecture and Security. Additional working groups may be
created. In case of M2M, there will be industry vertical specific standards too at the
application level which may impact the communication standards and vice versa.
Hence there is a requirement of inter-ministerial coordination.

vi. Inter-ministerial coordination requirements - In the power sector, an inter-ministerial
task force (ISGTF - India Smart Grid Task Force) is in place working at coordination
amongst Ministry of Power, New & renewable energy, Heavy industries and
Communication & IT. Standards body of power sector in India, BIS and telecom
networks in India, TEC have to work closely together for seamless, open and scalable
communication networks for Smart Grids in India. For automobiles in India, ARAI
(Automotive Research Association of India) with the Ministry of Heavy industries and
public enterprises, has to work closely with TEC/DoT along with Ministry of Road &
Transport and various Transport authorities. For e.g., for SIM based M2M services in
Transport/Utilities, mandatorily capturing SIM/mobile number/sensor device details
as part of registration of vehicle/smart meter etc. requires such inter-ministerial
co-ordination. In Health sector in India, MCI (Medical Council of India) is looking into
various aspects of M2M requirements. Smart cities projects in India shall also require
such inter-ministerial co-ordination. A M2M Apex body to take care of all such
inter-ministerial coordination requirements in proposed and was constituted in July
2015.
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Chapter 5 - Make in India - supported through M2M adoption
i.

Indigenous products & services - Indigenous manufacturing of telecom equipment has
been stressed in NTP-2012 with preferential treatment to indigenous manufacturers.
For M2M products, local manufacturing and service is mainly being done by Startups
and SMEs. Basic components like modules, silicon chips and sensors are most
imported. DoT is taking a number of initiatives to promote local manufacturing in
M2M domain in India. In response to the DoT questionnaire, the industry came up
with a number of requests like easy financing, tax benefits, reduced raw material
import duties, encourage investment in R&D and IPR etc. which are being worked
upon by DoT.

ii.

Creating test bed facilities - Supporting infra in India for M2M in terms of test labs,
test beds, product certification are negligible. While in the communication field, test
infrastructure is in place by TEC for conducting conformance, performance, functional
and interoperability tests among public networks and to benchmark devices,
applications, networks, services for all real life scenarios. The existing facilities of TEC
shall be upgraded for M2M requirements.

iii. M2M product certifications - Network device certification is a must-have requirement
to bring any new device into existing carrier networks. The EU GCF (Global
Certification Forum) was founded in 1999 bringing together leading mobile network
operators, device manufacturers and other stakeholders, to test and certify all new
mobile devices with Certification Criteria based on 3GPP and 3GPP2 standards which
shall ensure that the mobile device shall work effectively on mobile networks
anywhere in the world. TSDSI has signed cooperation agreement with GCF to take
care of India specific requirements in global certification. GCF is also working to
engage with industry groups to make GCF certification complement sector specific
certification requirements. Other M2M device certification bodies have also been
formed like PTCRB in USA, KORE telematics, Telefonica Global M2M module
certification program. In India TEC publishes a large number of standards - GR (generic
requirements), IR (interface requirements) and SR (service requirements) for
communication products and also does product certifications under Interface
approval, Type approval and Certificate of Approval for telecom products. For M2M
product certifications, existing facilities of TEC may be upgraded and more facilities
may be added in CABs (Conformity assessment bodies) and CBs (Certification bodies)
as per industry requirements.
iv. Human resource and Capacity building - to train/skill human resource and capacity
building for M2M, DoT has designated its training institute NTIPRIT to develop
suitable training courses and demonstration centres for M2M. As M2M is across
domains, DoT will have technical collaboration with Capacity Building centres across
industries (for e.g. ICAR, NIRD, ISGF, NPCBP).
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v.

M2M Pilots - In the Power sector, the government is doing 14 Smart Grid pilots across
India having a customer base of 20,000 customers each. C-DoT has initiated a study
project on M2M with a key deliverable being a pilot set-up show casing M2M gateway
functionality and demonstration of reading sensor data/smart meter. DoT is planning
more pilot projects through proposed Centre of Innovation and DeiTy is planning
M2M/IoT pilots too towards its smart cities initiative.

vi. Centre of Innovation - Setting up of CoI (Centre of Innovation) was envisaged in
NTP-2012 to develop experimental M2M networks, implement M2M pilot projects,
and promote R&D for M2M and coordination amongst various government bodies,
regulators and standards bodies. DoT may setup these CoI independently or as part of
the upcoming CoI of other domains.
vii. Encouraging entrepreneurs and start-ups - To promote entrepreneurs and start-ups,
industry houses like CII, FICCI, Assocham have taken lead and are closely working with
government. Ministry of Micro, small and medium enterprises and DeiTy are also
taking initiatives to support start-ups. An incubation centre will also be setup under
NTIPRIT to support innovations and R&D.
viii. To evolve new M2M business models - From the communication perspective, the
following business models can be built by a M2M service provider (MSP):
a) MSP focuses on its own services, leaves choice of connectivity/network on the
end customer allowing them to choose TSP of their choice.
b) MSP becomes bulk customer of a TSP and provides end to end service along with
SIM and connectivity to end customer. He settles bills of TSP as a bulk customer
and raises single bill to his customers for overall service including telecom
services.
c)

A TSP is also a MSP and sells services to a customer similar to value added
services

d) MSP becomes an MVNO (subject to approval of DoT/TRAI guidelines on MVNO)
and accordingly offers services to its end customers. Currently in India MVNOs are
not in existence.
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Chapter 6 - M2M Sectorial Approach
i.

Smart City - Creating a smart city involves making key sectors and services in the city
intelligent using M2M devices - Energy, Water, Buildings, Transportation, Parking,
Waste disposal, Physical safety and security, Healthcare, Education.

ii.

Automotive - this includes telematics and all type of communications in vehicles,
between vehicles, between vehicles and people/authorities and between vehicles and
fixed locations.

iii. Power - the conventional electricity grids are undergoing a transformation with smart
metering, SCADA, WAMS, substation automation etc. In addition, new technologies
like MW-scale grid connected batteries, micro grids, DC grids, electric vehicles etc.
shall change the way electric grids will now be made/operated.
iv. Smart Water - Smart water is achieved by different types of sensors deployed across
the water distribution network and across the water cycle. Intelligent electronic
devices like pressure sensors, acoustic sensors connected wirelessly allow detecting of
leaks much faster. The sensors may use cellular or short range LR-WPANs/Zigbee. In
case of agriculture, smart sensors help to conserve water.
v.

Healthcare - Smarter healthcare management converts health related data into
clinical and business insights and help provide medical services.

vi. Safety and surveillance systems - vast communication and sensor networks across
cities enable law enforcement and other government agencies help ensure citizen
safety and get deeper insights by analysing the data.
vii. Agriculture - use of M2M technology in agriculture is expected to improve the
productivity per hectare and lift up the sector by improved weather forecasts, soil
sensors, livestock health sensors, sensors to measure storage conditions, monitoring
of insects and pests to control crop damage.
viii. Supply chain (PDS) - use of M2M solutions in food supply chain can help improve
quality check and reduce pilferage. M2M can be used across various stages of PDS
process - inventory management, warehouse environment management, beneficiary
database and authentication system, transportation & distribution.
ix. Fiscal cash register - with the government initiative towards Cashless economy, M2M
point of sales are transforming the way merchants/retailers do business by ensuring
secure, real time digital payments and providing retailers real-time visibility of their
inventory and better supply chain management. One key value addition is the “M2M
based PoS (point of sale) fiscal cash register” which uses electronic devices for
collection, control and monitoring of government tax revenues online for small and
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medium merchants/retailers. It can further be linked to Adhaar card which in turn is
being linked to bank account, PAN, sales tax registration details.

Chapter 7 - M2M Road ahead
i.

Further actions that are planned to be taken by DoT (Department of
Telecommunications) to help the M2M ecosystem growth are detailed below.
Inter-ministerial consultation will be done for further detailing of the same.
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TRAI Consultation Paper (2016)
With the Government of India recognising the potential of M2M communication and
working to boost its development in India, DoT sought recommendations of TRAI on the
three aspects of M2M communication - QoS, roaming and spectrum; resulting in TRAI
formulating this consultation paper. This consultation paper includes policy and technical
aspects of M2M communications and related issues for consultation and also provides
information on international practices being followed in other nations. The document is
arranged in four chapters. Summarising the key takeaways from the Consultation paper
(CP) by TRAI below:
Chapter 1:
i.

M2M definition - “M2M (machine to machine communication) uses a device (such as
a sensor or meter) to capture an event, which is relayed through a network (wireless,
wired or hybrid) to an application that translates the captured event into meaningful
information.”

ii.

M2M is also being inter-changeably used with other terms like IoT, IoE, smart
systems.

iii. According to BEREC’s report current M2M services share following characteristics:
a) Fully automatic communication of data from remote devices
b) Simple devices that can be static or mobile
c)

Low volume traffic often with sporadic/irregular pattern though some use cases
have emerged which transmit data in greater volumes

d) M2M services require connectivity but it accounts for low proportion of overall
M2M value chain revenue opportunity
e) Some M2M services/devices are being produced for world market/global usage
f)

Some M2M devices are designed for lifetime of many years

g) In most cases, the business model is B2B even if devices are aimed for consumers
(B2B2C)
iv. There are different ways M2M services could be implemented - different connectivity
technologies, different protocols used to deliver data and M2M device is addressed
via an identifier (necessarily not a global identifier as may devices are not connected
to public networks)
v.

M2M applications can further be classified basis the industry/vertical for e.g. Automotive/transportation, Utilities/energy, Health care, Smart city, Agriculture etc.
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vi. Projections vary for the number of connected devices worldwide from 20 billion to
100 billion by 2020 (projections by different industry analysts). Indian projections
(using the Machina research 2012) are 275 million connected devices by 2020.
vii. W.r.t. global scenario of M2M standardisation, it mentions - OneM2M partnership
formed by world’s 8 standards development organisations, ITU Focus Groups, ITU-T
Study Group-20, TSDSI in India. W.r.t. global policies & frameworks, GSMA has issued
‘IoT Device Connection Efficiency Guidelines’ and International practices from other
countries are detailed in a later chapter. It also mentions that interoperability is key
and standards on interoperability in M2M scenarios are still evolving and there is no
clarity on the issues involved.
viii. In India, GOI first recognised the potential of M2M/IoT in NTP-2012. Other
government programmes which will help grow the M2M/IoT industry in India are:
a) Digital India
b) Make in India
c)

Startup India

d) Develop 100 smart cities by MoUrbanDevelopment
e) Setup 14 smart grid pilots by MoPower
f)

MoRoadTransport mandating commercial passenger vehicle with more than 22
seating capacity to be equipped with GPS/emergency call etc.

g) DeitY released a ‘draft policy on IoT - 2015’
h) In May 2015, DoT published the ‘National Telecom M2M Roadmap’ plus TEC of
DoT came out with 9 technical reports on M2M
i)

DoT in Jan 2016 sought recommendations from TRAI on the 3 aspects of QoS,
roaming & spectrum resulting in this consultation paper (CP)

j)

While formulating this CP it was realised that there are certain other regulatory
aspects like licensing framework of M2M service providers, KYC norms,
numbering scheme, interoperability, various technical challenges etc which are
being worked by DoT/TEC separately and not included here. MNP is also for now
not seen as a requirement in M2M.
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Chapter 2:
i.

Globally M2M connections have increased @ 37.6% CAGR annually for last 5 years
(basis GSMA). In Q4 2013, there were 195 million M2M connections globally (2.8% of
total mobile connections) with AT&T US being the top operator with 14.7 million
connections and Asia being the largest regional M2M market (basis GSMA
intelligence/Current Analysis).

ii.

TEC in its generic M2M Network architecture model has shown five layers:
1. Device
2. Gateway
3. Platform
4. Head-end applications
5. Underlying network

On this basis, this there can be various service models (various combinations of
these layers) and a M2M service provider can play a role in one or more layers.
Different industry/verticals and applications may require different service models
basis their unique requirements.
iii. With global estimations of 20-100bn M2M/IoT connections by 2020, the role of MSP
(M2M service provider) shall not only be to provide M2M services but integrate
different services/parts with each other and also ensure overall security. With M2M’s
mass proliferation, the interest of consumers, inter operator operational aspects,
regulatory obligations w.r.t. QoS, tariff, roaming etc. are all required and hence the
need of a proper M2M framework lest the sector evolves unorganised/disorderly. The
regulations also have to be lightweight as this sector is still evolving and many things
are unknown/forecast.
iv. The National telecom M2M roadmap has favoured a lightweight regulation addressing
concerns like interface issues with TSPs, KYC, security & encryption. It has
recommended that all M2M service providers should have MSP registration (similar to
OSP category registration)
v.

Internationally. MSPs are MNOs, VNOs or MVNOs and the most popular M2M
segment is automotive/transport/logistics. International regulations are mentioned in
the next chapter but MSPs are regulated in nearly all countries.

vi. Like other countries, existing TSPs will like to provide M2M services in India as they
already have the ICT infra and are launching new services like 4G/LTE/Wi-Fi which can
all be used for M2M services. For TSPs having access service/ISP license only and
wanting to offer M2M services one possibility could be to amend their licenses or add
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a chapter of authorisation in the Unified License for the new licensees. The
framework for M2M service providers to be used in India is under consultation.
vii. Various communication technologies can be leveraged for M2M communication - PAN
(personal area network), LAN (local area network), WAN (wide area network) and in
all these technologies both wired and wireless connections are possible. Examples in
each category are:
a) WPAN (Wireless PAN) - INSTEON, Wireless USB, Zigbee, Z-Wave etc.
b) WHAN/WLAN (Wireless LAN) - BLE, Zigbee, Z-Wave
c)

WAN - Cellular technologies like GSM, CDMA, LTE and Satellite technologies

d) LPWAN (Low power WAN) - Sigfox, LoRa, Weightless, Ingenu etc.
viii. Today majority of M2M/IoT applications are in narrow-band, consuming few kbps
data. A number of new M2M/IoT oriented technologies are emerging geared towards
narrower band applications with large volumes of data transactions, using short/long
range technologies and minimum/very low power consumption to preserve device
battery life.
ix. The grouping of applications for M2M is based on range, bandwidth and QoS.
Predominantly, the bandwidth is narrow band with varying QoS (low/medium/high)
and range (local, wide). Only some applications need Wide band (like CCTV,
advertising displays) or Satellite (deep water fishing, air transport, pipelines). In
addition there are number of secondary aspects like extent of international
deployment, application lifecycle, power requirements, accessibility, cost etc. which
influence the technology/frequency band.
x.

Spectrum management is a very important issue for ensuring availability and capacity
for M2M/IoT communications. A range of protocols can be used - short-range radio,
mobile phone networks, ultra-narrow band, wired/wireless connection to global
internet, existing corporate data networks. Devices communicating over kilometres
need access to 300MHz - 3GHz spectrum while local access may use near field
communications. Some may also use AM/FM bands in VHF range. These spectrum
bands may be in the licensed/unlicensed frequency range.

xi. Sub-GHz bands are also very useful due to their long range, deep penetration, low
interference, low power consumption, low TCO. ITU-R has reserved frequency bands
for Industrial, Scientific and Medical (ISM) applications and popular ISM bands are
433MHz, 868 Mhz, 915 MHz, 2.4 GHz. Worldwide 2.4GHz is very popular as it is
allowed unlicensed use. Wi-Fi can also operate in 5.8 GHz band and is mostly used in
enterprise applications due to limited indoor coverage.
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xii. Internationally it is found that license exempt bands are mostly used and this removes
roaming requirements also. Bluetooth, ZigBee, Wi-Fi all work in unlicensed spectrum.
In Europe SIGFOX uses most popular ISM band of 868MHz and 902MHz is used in
USA.
xiii. In India, the bands 2.4GHz (indoor) and 5.8GHz (outdoor) are license-exempt bands.
In addition 5.15-5.25GHz and 5.725-5.825GHz are unlicensed bands for indoor use.
TRAI has recommended delicensing of V-band (57-64GHz) which can also be used for
M2M. Other sub-GHz bands which are license exempt for indoor use are 433-434MHz and 865-867MHz.
xiv. 400MHz and 800MHz bands are becoming the preferred candidate bands for IoT
worldwide. 5G is expected to accommodate a variety of IoT use cases.
xv. In licensed band, M2M can be deployed in any mobile networks band. European CEPT
ECC considers M2M in the 733-736MHz and 788-791MHz ranges. 700 MHz (APT700
FDD band plan) is also the LTE deployment band globally. In India, as per the 3GPP
band Plan-28 - 703-748MHz (45MHz) is uplink frequency and 758-803MHz (45MHz) is
downlink frequency with 10MHz centre gap. This 10MHz centre gap (748-758MHz)
could be one option to explore for M2M usage unlicensed (say 3MHz - 751-754MHz)
but will require technical feasibility and interference study.
xvi. Further there are 30+ sub GHz bands currently being earmarked/used as per NFAP
2011 which can be considered for M2M/IoT (various bands from 380MHz to 960MHz)
xvii. The quantum of spectrum and bands are still to be clearly identified for M2M
communications in India and whether these will be licensed or unlicensed bands. And
along with that the issue of national/international roaming.
xviii. M2M devices in some industry verticals/segments shall require roaming - for e.g.
international automobile manufacturers. Policy framework for M2M roaming would
also be needed for Indian ecosystem - both for international devices coming into India
and Indian manufactured devices going out.
xix.

For global deployments, commercial models exist between mobile operators to
facilitate international use of IMSIs/MSISDNs. First is the International M2M roaming
framework for international roaming for M2M services. Plus there are GSMA roaming
templates that help expedite roaming agreements. In 2012 GSMA adopted an M2M
Annex template for international roaming - this mandates transparency in the
provisioning of M2M services and identifying M2M traffic separately from traditional
wireless services.

xx. Security and identity of the roamer is also important, may be required by Law
enforcement agencies. New rules have been released in Germany by BNetzA recently.
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xxi. Universal Integrated Circuit Card (eUICC) is another option where SIM/USIM software
reside as an application over eUICC. This requires operators to have MNC (mobile
network codes) directly. Access to MNCs by large M2M service providers directly
could be an option to promote M2M growth as it would reduce their dependency and
stickiness to a TSP. For this estimation of the national/international roaming market is
important.
xxii. National roaming charges in India have recently been scrapped by most operators
(end 2016 - early 2017) for both incoming/outgoing calls and data. So for M2M
services too it is most likely that there shall be no national roaming charges.
xxiii. Security - according to document by TEC general M2M networks’ general security
requirements are:
a) Availability
b) Authentication
c)

Authorisation

d) Integrity
e) Confidentiality
xxiv. As per “National Telecom M2M roadmap”, the general data security and privacy
issues that will arise are:
a) M2M data within telecom operator’s domain
b) M2M data within M2M service provider’s domain
c)

Security at sensor/device level

d) Security at network level
xxv. With cloud computing many of M2M applications will be hosted on servers located
outside India so this poses a regulatory compliance issue with current guidelines
stating that subscriber data cannot be taken outside India. From security perspective,
there is a strong case for all M2M gateways and application servers to be located in
India. Plus the concern of privacy and unauthorised use of this data and the
associated risks/concerns.
xxvi. GSMA has developed “The GSMA IoT security guidelines” which provides practical
advice on tackling common cyber security threats for all players in IoT ecosystem. In
October 2015 BEREC released a draft report on “Enabling the internet of things”
which has defined certain security and integrity obligations on networks/services
providers. Privacy directives as per BEREC report - general and not specific to M2M
(specific rules for M2M may be considered as needed by specific M2M applications):
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a) Purpose limitation
b) Information about data processing
c)

Consent to data processing

d) Security measures
e) Notification obligation to national authority in case of breach
f)

Storing information in terminal equipment

g) Processing of traffic and location data
xxvii. In India data services are currently governed by IT Act 2000 and its amendment
2008. The IT (reasonable security practices and procedures and sensitive personal
data) rules were made in 2011. Some provisions discussed are as below:
a) Currently the rules apply to the company and digital data - would not apply to
government bodies or individuals collecting/using big data with M2M services.
b) In Rule 2(i) personal information is defined but does not include details of his/her
location, activities and also how it can be used when aggregated/anonymised.
c)

Rule 5(1) requires prior permission to be taken in written regarding use of
sensitive personal data - how shall this be applied where data is collected by
sensors with limited/no human interaction and the data can be used/re-used by
multiple applications. Additionally there are many other rules related to data
breach, privacy, opt in/out of consent etc. which all need to be looked into.

d) In October 2012, a report of the Group of Experts on Privacy, set up by Planning
Commission was released. It studied international principles, national principles,
emerging issues etc. and identified a set of recommendations to be considered by
the government for proposed framework for a Privacy Act. It proposed setting up
Privacy Commissioners at central and regional levels plus Self-regulating
Organisations (SROs) for autonomously ensuring compliance.
e) With the understanding that data security and privacy are important
considerations for growth in M2M and consumer confidence in using this
technology, Indian M2M service providers need to define how they shall ensure
this and what changes are proposed in IT Act 2000 and license conditions to do
so.
xxviii. QoS Issues - In M2M systems, different communication networks converge into
one large heterogeneous network - different machines (sensors/meters), various
transmission networks, and multiple applications. In this scenario guarantee of e2e
QoS is a challenge for M2M service providers. In future 5G networks will be required
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to provide increased bit rate, minimal latency, seamless integration of IoT nodes and
support energy efficient terminals (low power consumption).
xxix. QoS can be looked at from 2 major perspectives - network and application/user.
Network perspective is the QoS network offers to application/user e.g. latency,
reliability of packet transmission. From end user perspective QoS parameters can be
subjective e.g. presentation, quality of streaming audio/video.
xxx.

QoS parameters shall differ from application to application - bandwidth and
delay in multimedia applications and security and reliability in military services. Given
the variety of M2M applications and their varying QoS needs, different M2M services
having varied network requirements can be categorised as:
a) Very low bandwidth <1 Kbps (monthly usage 10KB to 1MB) - remote sensors
b) Low bandwidth 1 Kbps to 50 Kbps (monthly usage 1MB to 10MB) - utility, health
c)

Medium bandwidth 50 Kbps to few MB (monthly usage 10MB to 300MB) - retail,
inventory control, gaming

d) High bandwidth in Mbps (monthly usage >300MB to 90GB) - digital signage, video
surveillance
xxxi. For each of the above category, delay, latency, jitter can be considered as QoS
parameters. Another QoS parameters is ARP (allocation and retention priority) which
determines the priority a device gets in case on congestion in the network. This will
depend on the M2M application having the need to be real-time or delay the data
transfer until congestion is over.
xxxii. For mission critical applications, support of QoS is mandatory. Some service
parameters for a network could be:
a) Data bandwidth
b) Latency
c)

Transmission phase

d) Precedence and revocation priority
e) Transmission priority
f)

Reliability

g) Path capabilities
xxxiii. It is claimed sometimes that networks using licensed spectrum can provide reliable
high QoS which is not necessarily true. The best approach is to agree on SLAs/QoS
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parameters basis the requirement of the application and what the network can
support.
xxxiv. The other challenge can be the massive number of devices that may cause
performance degradation due to congestion & interference. One option could be to
have duty cycle control by optimisation of energy efficiency, delay and reliability. In
M2M ecosystem, network performance can be optimised by simultaneous
optimisation of access control and duty cycle control.
The concept and technology of M2M communication is still evolving globally and the same
needs to be continuously studied to prepare comprehensive recommendations and to
regularly evolve the same.
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Chapter 3:
i.

International Practices - Europe:
In October 2015, BEREC (Body of European regulators for electronic communications)
released a draft report on “Enabling the Internet of Things” aimed at presenting most
common M2M characteristics and assessing what regulatory issues are needed to be
addressed for M2M services. Some excerpts:
a) NRAs (National regulatory authorities) should monitor market developments and
spectrum use and make spectrum available to support M2M applications
b) The identifiers used for M2M applications in public networks are E.164 (MSISDN)
and E.212 (IMSI) numbers and IPv4 and IPv6 addresses. In the longer term IPv6
addressed might become the preferred solution.
c)

Under the current regulatory framework, the connectivity provider is the provider
of ECS (Electronic communication services) and the M2M user does not seem to
provide an ECS and so does not come under the EU regulatory framework. This
has to be monitored by NRAs to see if there are situations where a M2M user
may qualify as a provider of an ECS.

d) Many M2M services use permanent roaming. The Roaming III Regulation is
unclear regarding permanent admissibility of roaming and applicability of the
regulation to M2M services. With regard to M2M roaming agreements. BEREC
sees no issues w.r.t. roaming agreements and tariffs and the use of permanent
roaming might indicate absence of national roaming.
e) Remote reprogramming of SIM OTA to switch connectivity service provider
remotely will be key to mitigate the lock-in issue.
f)

National legislation of member states w.r.t. network security does not specifically
address M2M services. All obligations apply to the MSP that are considered ECS
or to the ECS providing connectivity to the M2M service.

g) Protection of end users’ privacy is critical and this shall hamper the growth of
M2M services if end users are not confident of this. The general rules of Privacy
Directive and ePrivacy Directive for ECS in public communication networks are
generic and have no specific rules for M2M services. BEREC has not identified the
need to deviate from the basic principles but it might be worthwhile to consider
rules that need to be adapted for M2M services.
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ii.

International Practices - United Kingdom:
There are 40 million+ IoT devices in UK and a study by Ofcom predicts an
eight-fold increase by 2022. In July 2014 Ofcom had made a call for inputs to
identify potential barriers of IoT sector and post that Ofcom has published its
conclusions and next steps grouped in 4 key themes:
a) Data privacy and consumer literacy - CMA (Competition and Markets
Authority) has initiated a call in UK for information on the commercial use of
data and Ofcom notes that ICO (Information Commissioner’s Office) has the
primary role to ensure data privacy.
b) Network security and resilience - The Communications Act 2003 places
security and resilience obligations on providers of public networks and
services.
c)

Availability of spectrum for IoT services - Ofcom concludes that availability of
spectrum will not pose any barrier for development of IoT in short to medium
term. Spectrum in the band of 870-876 MHz and 915-921 MHz have been
made available by Ofcom. There are also subset of license exempt bands that
can be used for specific short range indoor use cases, in Railway, Road
transport, Traffic telematics plus subset of bands used for Business radio &
fixed links (UKPFA). Unused spectrum between 55 and 68 MHz can also be
used on case by case basis. IoT applications can also be deployed in white
spaces (unused broadcasting frequencies in wireless spectrum - television,
4G). Ofcom is also exploring options of liberalising license conditions on
mobile spectrum used for IoT.

d) Telephone number and address management - Ofcom believes that limited
availability of telephone numbers will not be an issue as a range of alternates
like internal routing codes, SIM identifiers, IP addresses can be used. It
considers migration to IPv6 in long term is likely (similar to BEREC Europe). In
September 2015, Ofcom issued a consultation paper to encourage use of
10.1 MHz spectrum within 55-68 MHz, 70.5-71.5 MHz and 80-81.5 MHz
bands by using existing license products. They have also set out consideration
of licensing regime for IoT services in VHF bands and if the existing radio
license (BR license regime) should be modified to support IoT. Ofcom’s
framework for considering IoT spectrum requirements is shown below:
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iii.

International Practices - Singapore:
Licensing in Singapore is categorised into 2 segments:
a) FBOs (Facility Based Operators) - refers to deployment & operations of any
form of telecom network/systems providing telecom services outside own
property/to third parties or public. FBOs can offer the services that SBO offer
but not vice-versa.
b) SBOs (Service Based Operators) - refers to resellers of telecom services of
FBOs or operators leasing telecom elements from any FBO.
M2M services can be provided by both FBOs and SBOs.
Terms and conditions for M2M services - all SIM cards used for M2M services are
to be configured for automated communication between machines and devices
and not for any other purpose. A register containing full and accurate record of all
SIMs used for M2M services is to be maintained. The licensee to work with
Singapore government agencies for any investigation.
National numbering plan - M2M access code allocated may be used with
international connectivity and international roaming. Licensees using the M2M
access code (144XX) are encouraged to use a 13 digit numbering format
(excluding country code) for each M2M access code.
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iv.

International Practices - Italy:
The Italian Communications Authority launched a fact-finding survey on M2M and
the analysis revealed at the beginning of 2014 there were 225 million SIM based
M2M connections in the world with 27% of them in Europe. The survey identified
the main spheres of possible regulatory intervention as:
i. Investment in the infrastructure and development of services
ii.

Regulation of connectivity

iii. The final service
iv. The vertical M2M markets
The study noted that with current public network infrastructure being inadequate
(w.r.t. technical needs and high costs) ad hoc networks and solutions are getting
created with a risk of creating issues later.
Some doubts have also emerged w.r.t. international roaming and applicability of
EU roaming regulation and hence it is suggested to identify an alternate solution
to address permanent roaming.
With reference to spectrum management policies, key points are:
a) Use in indoor environment
b) Availability of a capillary coverage
c)

Transfer speed of the channel

The ECS definition provided by EU regulatory framework is difficult to apply for
M2M services and the transnational nature of M2M requires simplification of
administrative procedures linked to disclosure obligations in all states where the
sale of final service is expected.
v.

International Practices - Brazil:
Brazil is world’s 5th largest country by population and some regulatory
developments have improved the prospects for the M2M market in Brazil.
i.

M2M service providers are being registered in MVNO category

ii.

Special tax incentives were also granted to boost services. In 2013 plans were
announced to reduce tax on M2M services and SIM card tax was reduced on
M2M devices by 80% to provide stimulus.
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vi.

International Practices - Australia:
In November 2015 ACMA released a paper titled “the internet of things and
ACMA’s area of focus”. ACMA considered the effect of M2M communications as
5.8 to 61.9 million connections by 2020. To cater to the demand for huge number
of mobile numbers ACMA in 2012 made available a new mobile number range (05
range) for M2M in addition to existing (04) mobile number range. It is also
expected by ACMA that IoT applications shall utilise existing class licensed
spectrum. Class licenses authorise users to operate on a shared basis and does not
incur any license fees. ACMA has also re-used UK’s Ofcom IoT spectrum
requirements framework of 2015, updated for Australian spectrum bands. Other
specific bands under review were 803-960 MHz and 5.9 GHz for intelligent
transport systems. The internet security risk aspects are addressed via AISI
(Australian Internet Security Initiative) in Australia.
ACMA’s medium term focus is:
i. M2M may broaden from current mobile numbers to IPv6
ii.

Continue to review spectrum bands for M2M/IoT applications

iii. Planning processes for international standardisation of 5G technologies and
working in international forums in considering future spectrum needs as use
cases evolve.
Chapter 4 of the Consultation paper has all the queries/issues for consultation and
feedback mentioned at one place (already included in the relevant sections of earlier
chapters) followed by supporting annexure on background note.
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Section 2: Mobile network technology for IoT
For IoT connectivity, two of the key factors for the choice of network technology is the
coverage range needed and whether mobility is required or not (plus other two factors
being QoS and Bandwidth required). The range could be either Local/short range or Wide
range and the type of M2M/IoT application will determine whether mobility is required or
not.
The various network technology options available for use (both wireless and wired) with
the range they offer are:
l Bluetooth (Local/short range)
l

Zigbee (Local/short range)

l

Z-Wave (Local/short range)

l

Wi-Fi (Local/short range)

l

Power Line Communication - PLC (Local/short range)

l

Ethernet (Local/short range)

l

Ethernet over fibre (Wide range)

l

Wireless LAN - WLAN (Wide range)

l

Terrestrial Trunked Radio - Tetra (Wide range)

l

LoRa (Wide range)

l

Sigfox (Wide range)

l

Mobile network technology - GSM, CDMA, LTE (Wide range)

l

Satellite (Wide range)

Further basis the M2M/IoT application & user, the connectivity can be for a dedicated
network (captive or internal enterprise usage) or public network.
For wide range networks (spanning across city(s), country or the globe), it will make little
sense for IoT/M2M service providers to set up a full scale connectivity network afresh and
hence the existing public telecom networks will be mostly used - wired or mobile. Given
the mobile penetration in India, use of mobile networks for M2M/IoT communications is
already happening and it also avoids the need of wiring/cabling for wired connections,
especially in difficult locations and in case of large volumes.
However there are specific M2M/IoT connectivity requirements which the current mobile
networks are not able to cater to leading to pilots/trials or initial deployments of other
technologies. Identifying these requirements are key to understand why/how mobile
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networks shall evolve to meet them in near and long term and become an acceptable
(efficient & economical) communication means for M2M/IoT.
The unique M2M/IoT connectivity requirements which the existing mobile networks
(2G/3G/4G) are unable to cater to fully are:
1.
Reliable Service / QoS
2.

Faster speed / low latency

3.

Number of devices/connections

4.

Indoor coverage

5.

Power consumption by end devices

6.

Bandwidth (though majority use-cases currently need narrow band only)

7.

Security

8.

Lower cost of deployment

The above connectivity requirements shall not be needed by each and every M2M/IoT
application but shall be use case specific.
Today the mobile networks globally are on 2G, 3G, 4G or CDMA (some countries are
phasing out 2G) and 5G research and early trials are just starting. It is believed that 5G
shall address all the above mentioned issues which the current mobile networks are
unable to support for M2M/IoT and will hence make “massive IoT” a reality. But this is
going to take some time and commercial 5G deployments and 5G standardisation are
expected to happen only by 2020.
For the immediate low power, wide-area IoT requirements, the advancements in LTE IoT
i.e. Narrowband IoT (NB-IoT: defined in 3GPP Release 13) and LPWAN technology of LoRa
appear to be the answer for mobile networks. Plus the use of the wired networks/fibre
wherever possible.

5G
5G stands for fifth generation mobile/wireless technology - it is still in the definition
development and standardisation stage. According to GSMA, to qualify for a 5G a
connection should meet most of the below mentioned eight criteria:
i. One to 10Gbps connections to end points in the field
ii.

One millisecond end-to-end round trip delay

iii. 1000x bandwidth per unit area
iv. 10 to 100x number of connected devices
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v.

Improved availability - Perception of 99.999 percent availability

vi. Improved coverage - Perception of 100 percent coverage
vii. 90 percent reduction in network energy usage
viii. Up to ten-year battery life for low power, machine-type devices
5G is expected to be formally standardised and commercially deployed by 2020. 3GPP is
aiming to finalise the phase one 5G specifications, which will address an urgent subset of
commercial needs, in the second half of 2018, followed by the full specifications by the
end of 2019. The ITU plans to endorse IMT-2020 technology (5G) in late 2019, while new
radio spectrum for 5G is likely to be allocated at the World Radio communications
Conference (WRC-19) in the same year.
Some prototype 5G systems could be deployed ahead of these dates. For example, the
2018 Winter Olympic Games, held in the Korean city of Pyeongchang, is likely to showcase
pre-standard 5G technologies, as could the FIFA World Cup in Russia in 2018. EU
(European Union) is funding 5G research and development projects in Europe. Ericsson,
Huawei, Nokia, Samsung, Intel, Qualcomm are all investing in development and testing of
5G related technologies.
GSMA has proposed three key frequency ranges for 5G to deliver widespread coverage
and support all use cases.
1. Sub-1 GHz: will support widespread coverage urban, sub-urban and rural
areas and help support IoT services
2. 1-6 GHz: offers good mixture of coverage and capacity benefits. This will
include spectrum within 3.3-3.8 GHz range and expected to form the basis of initial 5G
services
3. Above 6 GHz: is needed to meet ultra-high broadband speeds. This is
expected to be in bands of 24 GHz and/or 28 GHz.
At a technology level, 5G is expected to use Full duplex, Millimeter waves, Small cells,
Massive MIMO and Beam forming to deliver the desired benefits.
Some of the 5G testing/trials happening across the globe are:
u By AT&T USA with Ericsson, Intel and Nokia
u By Deutsche Telekom Germany with Huawei
u By KT South Korea with Samsung
u By NTT Docomo Japan with Samsung and Huawei
u By Optus Australia with Nokia and Huawei
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u By Orange and Telefonica France with Samsung, Ericsson, Huawei, Nokia, Intel
u By Sprint USA with Ericsson and Nokia
u By SK Telecom South Korea with Ericsson and BMW
u By Verizon USA with Cisco, Ericsson, Nokia and Apple
In India, BSNL has announced partnership with Nokia to develop 5G ecosystem. Nokia has
also signed a MoU with Airtel to work on 5G technology standard in India. Reliance Jio is
working with Samsung to bring 5G network in India. Ericsson has partnered with IIT Delhi
to launch “5G for India” programme. Ericsson will setup a 5G test bed and incubation
centre in IIT Delhi. The combined Idea-Vodafone entity shall also work on introducing 5G
in India. Globally Vodafone Group is working with Ericsson, Huawei, Nokia, Intel and
Qualcomm on 5G testing/proof of concept. The Indian government has also announced
auction of 5G spectrum in bands over 3000 MHz later this year.

4G for IoT - NB-IoT and LTE-M
Narrow Band IoT (NB-IoT) is a low power wide area network radio technology standard
developed to enable a wide range of IoT devices and services to connect using mobile
telecommunication networks. NB-IoT is a narrowband radio technology developed for IoT.
3GPP has frozen NB-IoT specifications in Release 13 of 3GPP specification (LTE-Advanced
Pro) in June 2016.
NB-IoT specially focuses on indoor coverage, low cost, long battery life and enabling a
large number of connected devices. It can be deployed either “in-band” in LTE spectrum
or in the unused resource blocks in the LTE guard-band or stand-alone in dedicated
spectrum.
GSMA NB-IoT Forum has been formed to help build the ecosystem for the wide spread
adoption and commercial deployment of NB-IoT technology. The forum is led by chair &
vice-chair from Vodafone group and China Mobile respectively.
In addition to NB-IoT, 3GPP has also finalised specifications for LTE-M (eMTC) and
EC-GSM-IoT (extended coverage GSM IoT) in Release 13 and they can also be used for
commercial deployments. The number of members in the NB-IoT Forum are the highest
amongst these three standards finalised by 3GPP.
The advantage with LTE-M is that it is compatible with existing LTE network (only a
software upgrade is required) but it needs a gateway for aggregating sensor data. On the
other hand, NB-IoT uses a different technology (DSSS modulation) and will hence also
need a radio software upgrade (like LTE-M) but it does away with the need of a gateway.
NB-IoT is being touted as the less costly option and perceived to offer better coverage and
lower power consumption, and hence many operators/vendors are keen to commercialise
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NB-IoT. They are also keen to use the LTE guard-band for NB-IoT. EC-GSM is not creating
as much interest as LTE-M and NB-IoT.
The key differences between LTE-M and NB-IoT are captured below (Source: by Chief
Innovator Rob Faludi, DiGi International):

It is important to note that much of the US cellular infrastructure (Alcatel based 4G
infrastructure) will not be compatible with NB-IoT and hence US is commercially deploying
LTE-M while the rest of the world is expected to use NB-IoT.
AT&T is deploying LTE-M nation-wide in US and Mexico - expected to be completed in US
by Q2 2017 and by end 2017 in Mexico. They are testing LTE-M network and chipset in
below mentioned use cases:
u Smart water meters with Capstone metering
u Smart pallets with RM2
u Smart beverage fountains with PepsiCo
u Consumer devices with Samsung
u Shipping containers with Xirgo technologies
u Connected vehicles and fleet/asset management with CalAmp
u Home security and automation with Telular
Verizon announced its nation-wide LTE-M network launch in end March 2017 (2.4 million
square miles of coverage). It has a new class of LTE chipset designed for sensors and
running on data plans as low as $2 per device per month with options available for bulk
activation and bulk purchases.
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Additionally KPN (Netherlands), KDDI (Japan), NTT Docomo (Japan), Orange (29 countries
across Europe, Middle East & Africa), Telefonica (Europe), Telstra (Australia), Telus
(Canada) have done trials on LTE-M and are planning commercial deployments in 2017.
Vodafone group and China Mobile are very active on NB-IoT. Vodafone has announced
that it will launch NB-IoT in Europe starting with four countries - Germany, Ireland,
Netherland and Spain in 2017 (launched in Spain in Jan 2017). Softbank (Japan) is
deploying both LTE-M and NB-IoT in 2017. Ericsson has done NB-IoT trials with China
Mobile. However there are unconfirmed reports of interoperability issues between
Ericsson and Huawei in NB-IoT making its rollout more difficult. Deutsche Telekom (in 8
countries in Europe) and M1 Singapore have also announced NB-IoT commercial
deployments and multiple pilots are ongoing globally in 2017 - Etisalat, Telecom Italia,
China Unicom, Korea Telecom (South Korea), Sonera (Finland), Singtel (Singapore), Optus
& Vodafone (Australia).
Given the ongoing pilots/trials globally, it is appears that many operators globally shall use
more than one IoT network type for connectivity i.e. deploy either LTE-M or NB-IoT or
both commercially and many of them have existing deployments of the non-cellular
LPWAN LoRa networks too.
Specific to India, there is no news of any pilot or trial by any telecom operator for either
NB-IoT or LTE-M yet though there are talks of global telecom equipment makers in
discussion with Indian telcos for starting the same.

Non-cellular LPWAN technology - LoRa
While GSM (2G, 3G, 4G and 5G) wireless technologies use licensed spectrum and the
current available mobile networks were not fully able to support the IoT apps and services,
some unlicensed proprietary LPWAN (low power wide area network) technologies were
defined for M2M/IoT networking requirements. They offer lower data transfer rates,
decreased power consumption, support more number of devices over longer range and
lower cost than a mobile network. Some of the most popular ones are LoRa, Sigfox,
Weightless and Ingenu. LoRa and Sigfox have been the top two most popular with
numerous deployments globally.
Sigfox is an open standard which is best suited for very low bandwidth applications and
extremely tight energy requirements. It operates in the sub-GHz frequency bands (868
MHz in Europe and 902 MHz in USA) and requires its own entirely separate network (uses
ISM radio band).
LoRa (Long Range Radio) is a technology developed by chip manufacturer, Semtech and
offers decent bandwidth compared to other LPWAN technologies. It requires use of
Semtech’s chip and hence not considered an open standard. With the formation of LoRa
Alliance, an open standard protocol specification LoRaWAN was developed for LPWAN IoT
networks.
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LoRaWAN is a protocol specification built on top of the LoRa technology developed by the
LoRa Alliance. It uses unlicensed radio spectrum in the Industrial, Scientific and Medical
(ISM) bands (868 MHz and 915 MHz) to enable low power, wide area communication
between remote sensors and gateways connected to the network. This standards-based
approach to building a LPWAN allows for quick set up of public or private IoT networks
anywhere using hardware and software that is bi-directionally secure, interoperable and
mobile and provides accurate localisation. LoRaWAN data rates vary from 0.3 kbps to 50
kbps and it offers a range of 2-5kms in dense urban and 15kms in suburban areas.
The key differences between LoRa and Sigfox are mentioned below (Source: from article
by Annie An Dongmei) :

Globally there are more than 10 million Sigfox devices registered (mostly in Europe but
present in USA and Asia Pacific also). For LoRa, the LoRa Alliance was formed in early 2015
as an open, non-profit association of members collaborating together to drive the success
and adoption of LoRa protocol, LoRaWAN as the global open standard for IoT LPWA
connectivity. It has now 460+ members in the alliance and 250+ ongoing trials and
deployments globally.
India’s Tata Communications launched LoRa network in India, the first LPWAN deployment
in India, in June 2016 across 3 major cities, targeting to grow to more than 1900 cities and
international launch in two years. Tata Com claimed to have 35 PoC (proof of concept) IoT
services up and running across Mumbai, Delhi and Bengaluru - ten in asset management,
nine in asset tracking, three in human safety/emergency services, five in area of energy
management and rest for smart city applications.
Reliance Unlimit in India has also recently announced that it has plans to roll out both
licensed and unlicensed LPWAN networks in near future.
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GAIA Smart Cities recently announced their LoRa powered Ultrasonic smart water
metering solution at ELCITA Township (Bengaluru) in collaboration with Tata
Communications and ELCITA.
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Section 3 - Captive / Dedicated IoT versus Wide
Area Network (WAN) IoT
The use cases or applications of M2M/IoT are widespread ranging across various
industries/verticals, namely:
- Intelligent Transportation
- Autonomous cars / Automotive
- Home automation
- Industrial automation
- Smart governance / cities
- Healthcare
- Smart energy and utilities
- Retail automation
- Real-time location services
- Robotics
- Interactive VR games
- Public safety and Emergency services
- Cashless economy
- and many many more
It is these use cases or applications which define what type of connectivity is needed in
each case i.e. what coverage range, QoS, bandwidth, number of devices to be connected,
whether mobility is required or not.
As mentioned in the earlier section there are various types of network technologies
currently available for use for M2M/IoT - wired or wireless, offering range of coverage,
QoS, bandwidth, mobility etc. Hence it is very logical that there shall be certain network
technology types best suited for specific M2M/IoT applications or use cases.
This section tries to identify the most common Industrial or Enterprise M2M/IoT use cases
and which network technologies work best for each and why.
Additionally there are new/upcoming technologies like 5G and increasing adoption of
LoRa / NB-IoT and Ethernet over fibre for M2M/IoT.
The Industrial or Enterprise M2M/IoT use cases studied here are:
1. Industrial automation (Captive / Dedicated IoT)
2. Energy and Utilities (mostly Wide Area Network IoT)
3. Real-time location services (can be both Captive / Dedicated IoT and Wide Area
Network IoT)
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The intent of studying the above three use cases is primarily due to the high interest for
them in India amongst the many M2M/IoT possible use cases. These also give an
opportunity to analyse captive / within facility short range network technologies vs a vs
wide area / wide range network technologies used in M2M/IoT.

Industrial Automation (Captive / Dedicated IoT)
Industrial automation using M2M/IoT (also called IIoT - Industrial IoT) are being driven
with Industry 4.0 globally. Industry 4.0 is the current trend of automation and data
exchange in manufacturing technologies. It includes cyber-physical systems, the internet
of things and cloud computing. It creates what is called a “smart factory”.
Some key Industrial IoT use cases are:
l Real-time inventory data management
l

Environmental conditions monitoring at manufacturing facility - Noise, vibration and
harshness testing or testing for safe gas levels for humans / presence of poisonous
gases, including monitoring in harsh / in-accessible environments

l

Manufacturing Station-wise monitoring of production quality and reporting rejections

l

Smart testing (faster and higher accuracy testing) using image driven inspection,
sensors or probes

l

Smart pairing (sorting sub assembly parts before assembling different products) for
greater operational efficiency and reduced errors in product assembly

l

Monitoring, diagnosis and maintaining health of manufacturing equipment and its
operations

l

Energy Analytics solution to monitor, optimise and save energy consumption

l

Manufacturing Data management and Analytics for comprehensive insights via better
data correlation across assembly line, running predictive algorithms, end to end
traceability from raw components to products and offering efficient Maintenance
support (corrective, preventive and autonomous maintenance)

The common network technologies used in Industrial IoT solutions are:
l RFID
l

Bluetooth / Bluetooth low energy (BLE)

l

Wi-Fi

l

ZigBee

l

6LowPAN
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These network technologies are used to connect the IoT sensors / devices deployed to the
existing enterprise IT network of the manufacturing facility (LAN using IEEE802 standards).
All of these are local area / short range wireless technologies and use the unlicensed
frequency bands (ISM bands).
The table below provides further details for the various wireless connectivity technologies
for Industrial IoT (Source: Wireless Connectivity design considerations for the Industrial IoT
by Texas Instruments) .

Energy and Utilities (mostly Wide Area Network IoT)
Energy and Utility companies are faced with the need to transform due to increase in
demand, improving the efficiency of their operations, reducing outages, improving
reliability and predictability and with the advent of distributed power generation and
renewable energy sources. The use of M2M/IoT in energy and utilities is primarily
happening for:
l Advanced metering infrastructure - AMI (also called smart meters)
l

Smart grid applications for supervisory control and data acquisition and distribution
automation - SCADA/DA

Smart energy and utilities (water, gas, and electricity) are a key component of Smart
Cities.
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Some key Energy and Utility IoT use cases are:
l Asset health monitoring and predictive maintenance
l

Demand forecasting and energy analytics

l

Remote monitoring and Outage management

l

Performance optimisation

l

Energy optimisation / reduced energy consumption

l

Renewable energy

l

Safety and Security

l

Enhanced customer experience and control plus availability of smart meter data for
energy analytics

Energy and Utility assets (meters, pipes, grids/wiring, transformers etc.) are deployed
across cities, states and country making the M2M/IoT coverage requirement mostly across
a wide area. The sensors/devices need not be mobile but are geographically spread over a
wide area. Specially in the case of electricity, there is an option of using integrated
communications with the power line.
The common network technologies used in Energy and Utilities IoT solutions are:
l ZigBee
l

HomePlug (a form of PLC)

l

Power line communication (PLC) - narrowband or broadband

l

Narrowband / Broadband PTMP (point to multipoint network over RF, copper or fibre)

l

Wireless mesh networks (Wireless LAN or Wi-Fi)

l

Mobile network technology - GSM, CDMA, LTE

l

Ethernet over Fibre or SDH

l

Licensed PTP (point-to-point) like Microwave links

l

LoRa (upcoming)

The Energy and Utility communication network is mostly categorised into three parts:
1. Home area network and Smart meter network (HAN/AMI system) - this connects the
customer residences/smart meters to the AMI Collector / access point. ZigBee,
HomePlug (a form of PLC) or LoRa (upcoming) is typically used for this.
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2. Field area network (FAN) - this is the wide area network, spread over a geographically
vast area which connects the collectors / access points to the core network (data
centres, substations). Field area networks mostly use PLC or wireless networking
technologies like narrowband / broadband PTMP, mobile network technology or
wireless mesh networks (based on Wireless LAN or Wi-Fi) and now upcoming LoRa.
3. Core IP network - this connects the core part of the energy and utility communication
network like data centres, sub stations etc.. This part mostly uses high-voltage PLC or
fibre or SDH or licensed PTP links like microwave links.
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Real-time location services (can be both Captive / Dedicated IoT
and Wide Area Network IoT)
Real-time location services can easily be said to be the top use case for M2M/IoT globally
and in India. It is used for a variety of purposes including vehicle telematics, transportation,
asset and inventory management, fleet management, forestry and livestock monitoring,
logistics and supply chain management etc.
Depending on the enterprise application and the location of the assets real-time location
services can be both captive / dedicated within a facility or spread across a vast
geographical area - across city, state, countries, continents and seas.
Some key real-time location services use cases are:
l

Vehicle telematics and location based applications like connected cars, navigation,
route optimisation, car-on-demand services, usage based insurance, real-time vehicle
diagnosis and preventive maintenance etc.

l

Fleet management - for public transport services, cargo & courier services, automatic
fleet routing (best route)

l

Asset and Inventory data management / tracking

l

Security applications for school kids, people with special needs

l

Supply chain monitoring and automation

l

Livestock and forest conservation monitoring

l

Workforce management services (for sales, maintenance, delivery etc.)

The use of the network technology basis the location of assets to be tracked to be within a
short coverage range or wide coverage range are:
Short range technologies for location tracking:
l

RFID

l

Bluetooth / Bluetooth low energy (BLE)

l

Wi-Fi

l

ZigBee

l

6LowPAN
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Wide range technologies for location tracking:
l

Mobile network technology - GSM, CDMA, LTE

l

Satellite / GPS / Glonass

l

WiMAX

l

NB-IoT / LTE-M (upcoming)

l

Sigfox (upcoming)

l

LoRa (upcoming)
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