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1.

Executive Summary
Nowadays, the Internet of Things (IoT) became an advanced technology widely deployed in several
fields including industry, transportation, energy, home and environment monitoring, and healthcare
and wellbeing applications. IoT provides an added value service allowing users to easily supervise their
environments and helping them make suitable decisions. IoT is likely to improve the quality of people's
lives, create new markets and new opportunities, increase economic growth, and be a driver for
competition. The IoT is slowly making the world more agile and functional via M2M and other
protocols. M2M represents a developing field with its own concepts that include sensors,
communications in local-area and wide-area, server on premises, local scanning devices, user-facing
services, and storage and analytics. Additionally, the tech has developed into the mobile environment
to further improve people and machine communication, including in monitoring systems that collect
data and drive decisions. M2M is also having an impact on the telecommunication industry, helping
change how we interact with our devices.
As per Deloitte's TMT India Predictions 2017, IoT is going to be the next big thing for operators as India
will rapidly grow into a hub for IoT Solutions. The market value of IoT is expected to reach USD 9 billion
by 2020. IoT units in India are also expected to see a rapid growth of 31 times to reach 1.9 billion by
2020. M2M/IoT has been around for several decades now: Some deployments date back to more than
20 years. However, M2M/IoT markets are struggling to realise the full M2M market potential.
Estimates indicate IoT is a Trillion Dollar Opportunity having unlimited possibilities.
IoT comprises M2M as well as Human-to-Machine communication (H2M). The enabling technologies
for Internet of Things are sensor networks, RFID, M2M, mobile Internet, wired & wireless
communication network, semantic data integration, semantic search etc. In wireless communication
Wi-Fi, ZigBee, 6LOPAN and Bluetooth technologies may be used for short range connectivity among
device(s) to the gateway. Further GSM 2G/ 3G/ LTE/ Wi-Max may be used for connecting M2M
gateway to the desired server.
The IoT ecosystem is heavily dependent on data collection and transmission. Connected sensors collect
large amount of data through the Internet, enabling M2M interaction and processing of the data for
particular services. Different types of data are transmitted and processed within the IoT ecosystem.
The data primarily includes personal data and sensitive personal information such as financial
information, location, health related information, etc.
Standards and policy are critical elements of IoT and M2M as many devices will be connected.
Standardisation is needed in order to deliver the scalability and flexibility the market requires to
maximise the potential of IoT and M2M. Standardisation enables improved functionality – cost-quality
trade-offs to be made – which will deliver faster time-to market for new devices and applications.
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Prominent telecommunications standards bodies such as 3GPP, ETSI, oneM2M, IEEE, ITU and
ISO/IECJTC1 etc. are involved in providing recommendations and standards in the context of M2M/IoT.
oneM2M, while addressing the Common Service Layer Standards, released its first set of standards in
January 2015 and Release 2 were published in August 2016 which is made up of 17 Technical
Specifications and 9 Technical Reports.
At the same time, however, the Internet of Things raises significant challenges that could stand in the
way of realising its potential benefits. Attention-grabbing headlines about the hacking of Internetconnected devices, surveillance concerns, and privacy fears have already captured public attention.
Technical challenges remain and new policy, legal and development challenges are emerging.
Some key IoT issue areas are examined to explore some of the most pressing challenges and questions
related to the technology. These include standards, legal and regulatory; privacy issues and securing of
Internet of Things.
•

Standards, Legal and Regulatory: A fragmented environment of proprietary IoT technical
implementations will inhibit value for users and industry. While full interoperability across
products and services is not always feasible or necessary, purchasers may be hesitant to buy IoT
products and services if there is integration inflexibility and high ownership complexity. In
addition, poorly designed and configured IoT devices may have negative consequences for the
networking resources they connect to and the broader Internet. Appropriate standards,
reference models, and best practices also will help curb the proliferation of devices that may act
in disrupted ways to the Internet. The use of generic, open, and widely available standards as
technical building blocks for IoT devices and services (such as the Internet Protocol) will support
greater user benefits, innovation, and economic opportunity.
There is a strong market case for producing global specifications. M2M offers unprecedented
business opportunities for new devices and services. But if we are to fully exploit these
opportunities and grow the market to the scale projected, we need common global standards to
reduce complexity, facilitate the roll-out of new devices and services, and provide economies of
scale. One such initiative is oneM2M partnership project which has developed specification for
Common Service Layer and are being used by a number of independent open source foundations
and projects, in addition to commercial deployments [OCEAN, IOTDM, OM2M, CDOT, HP etc.], as
the industry looks to accelerate take up of IoT products and platforms.
The use of IoT devices raises many new regulatory and legal questions as well as amplifies
existing legal issues around the Internet. The questions are wide in scope, and the rapid rate of
change in IoT technology frequently outpaces the ability of the associated policy, legal, and
regulatory structures to adapt. One set of issues surrounds cross border data flows, which occur
when IoT devices collect data about people in one jurisdiction and transmit it to another
jurisdiction with different data protection laws for processing. Further, data collected by IoT
devices is sometimes susceptible to misuse, potentially causing discriminatory outcomes for
some users. Other legal issues with IoT devices include the conflict between law enforcement
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surveillance and civil rights; data retention and destruction policies; and legal liability for
unintended uses, security breaches or privacy lapses. While the legal and regulatory challenges
are broad and complex in scope, adopting the guiding Internet Society principles of promoting a
user’s ability to connect, speak, innovate, share, choose, and trust are core considerations for
evolving IoT laws and regulations that enable user rights.
The White paper as Annexure 1 to this report highlights Standards, legal and Regulatory work
around M2M/IoT.
•

Privacy and other legal Issues: The full potential of the Internet of Things depends on strategies
that respect individual privacy choices across a broad spectrum of expectations. The data
streams and user specificity afforded by IoT devices can unlock incredible and unique value to
IoT users, but concerns about privacy and potential harms might hold back full adoption of the
IoT. This means that privacy rights and respect for user privacy expectations are integral to
ensuring user trust and confidence in the Internet, connected devices, and related services.
Indeed, the IoT is redefining the debate about privacy issues, as many implementations can
dramatically change the ways personal data is collected, analysed, used, and protected. For
example, IoT amplifies concerns about the potential for increased surveillance and tracking,
difficulty in being able to opt out of certain data collection, and the strength of aggregating IoT
data streams to paint detailed digital portraits of users. While these are important challenges,
they are not insurmountable. In order to realise the opportunities, strategies will need to be
developed to respect individual privacy choices across a broad spectrum of expectations, while
still fostering innovation in new technology and services.
Black’s Law Dictionary defines “privacy” as the quality, state or condition of being free from
public attention, intrusion into, or interference with one’s acts or decisions. Black’s Law
Dictionary further defines “informational privacy” as the right to choose to determine whether,
what, how and to what extent information about oneself is communicated to others, especially
sensitive and confidential information. This definition becomes relevant in the context of the IoT
ecosystem as informational privacy and its concepts are being challenged with the evolution of
IoT.
The IoT ecosystem is heavily dependent on data collection and transmission. Connected sensors
collect large amount of data through the Internet, enabling M2M interaction and processing of
the data for particular services. Different types of data are transmitted and processed within the
IoT ecosystem. The data primarily includes personal data and sensitive personal data such as
financial information, location, health related information, etc., that is attributed to an
individual. In this context, it is pertinent to examine how data is treated legally.
Further, M2M interactions contemplates contracts between machines and sensors with minimal
human involvement. In this regard, the validity of such contracts needs to be examined. The
traditional concept of product liability (where the manufacturer/ supplier is made liable for any
injuries or loss arising out of defective products) is challenged in the IoT ecosystem, as a typical
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IoT transaction chain involves multiple devices with different manufacturers or suppliers. In this
regard, it becomes difficult to precisely ascertain the liability of a particular manufacturer or IoT
service provider.
The White paper as annexure 2, Part I to this report highlights the evolution of the right to
privacy in India and the existence of the right in the present legal infrastructure. These existing
principles of the right to privacy are then examined in the context of the IoT environment, in
order to assess if they effectively protect the privacy of the user. This Paper has confined itself to
the assessment of B2C interaction in the IoT ecosystem and does not address B2B networks.
Further, the Paper has restricted its detailed examination of existing legal norms to information
technology law and TRAI regulations, since data within the IoT ecosystem is primarily electronic
data. The legal framework for privacy in other jurisdictions and the steps taken to adopt them
for IoT is also analysed to provide a comparative perspective. Part I then attempts to highlight
the gaps that need to be filled and make suggestions in law and policy, for ensuring and
safeguarding privacy in the IoT ecosystem.
Part II of annexure 2 to this report initially examines the jurisprudence of data as property and
has addressed the concept of ownership of data and treatment of data as property. Further, it
goes on to examine the law relating to product liability and validity of machine to machine (M2M)
contracts in the IoT ecosystem. In this regard, the legislations surrounding product liability such
as the Consumer Protection Act, 1986 and the law of Torts on product liability have been
examined. Further, the provisions of the Indian Contract Act, 1872 and the Information
Technology Act, 2000 have been analysed to gauge potential legal issues in the validity of M2M
contracts.

•

Security: While security considerations are not new in the context of information technology,
the attributes of many IoT implementations present new and unique security challenges.
Addressing these challenges and ensuring security in IoT products and services must be a
fundamental priority. Users need to trust that IoT devices and related data services are secure
from vulnerabilities, especially as this technology become more pervasive and integrated into
our daily lives. Poorly secured IoT devices and services can serve as potential entry points for
cyber-attacks and expose user data to theft by leaving data streams inadequately protected. The
interconnected nature of IoT devices means that every poorly secured device that is connected
online potentially affects the security and resilience of the Internet globally. This challenge is
amplified by other considerations like the mass-scale deployment of homogenous IoT devices,
the ability of some devices to automatically connect to other devices, and the likelihood of
fielding these devices in unsecure environments. As a matter of principle, developers and users
of IoT devices and systems have a collective obligation to ensure they do not expose users and
the Internet itself to potential harm. Accordingly, a collaborative approach to security will be
needed to develop effective and appropriate solutions to IoT security challenges that are well
suited to the scale and complexity of the issues.
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Fortunately, IoT security can be covered with four cornerstones:
o
Protecting Communications
o
Protecting Devices,
o
Managing Devices, and
o
Understanding Your System
These cornerstones can be combined to form powerful and easy-to-deploy foundations of
security architectures to mitigate the vast majority of security threats to the Internet of Things,
including advanced and sophisticated threats.
The White paper as Annexure 3 to this report describes these cornerstones, their necessity, and
strategies for easy and effective implementation. No single, concise document can cover all of
the important details unique to each vertical. Instead, this paper attempts to provide advice
applicable to all verticals, including automotive, energy, manufacturing, healthcare, financial
services, government, retail, logistics, aviation, consumer, and beyond, with examples spanning
the majority of these verticals.
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Annexure: 1

White paper
On
Standards, Legal and Regulatory work
Around
Machine-To-Machine/Internet of Things
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1.

Introduction
Machine-to-machine (M2M) communications is used for automated data transmission and
measurement between mechanical or electronic devices. The key components of an M2M system are:
Field-deployed wireless devices with embedded sensors or RFID-Wireless communication networks
with complementary wireline access includes, but is not limited to cellular communication, Wi-Fi,
ZigBee, WiMAX, wireless LAN (WLAN), generic DSL (xDSL) and fibre to the x (FTTx).
The Internet of Things (IoT) refers to the ever-growing network of physical objects that feature an IP
address for internet connectivity, and the communication that occurs between these objects and other
Internet-enabled devices and systems.
Most industry analysts acknowledge the Internet of Things and Machine-to-Machine as unprecedented
opportunities for creating and commercializing new devices and applications. IoT and M2M will also
change the way we live and work through new and innovative services. There is no doubt that within a
few years, there will be a vast increase in the number of connected devices. Internet of Things will be
at the top of emerging technologies and anticipates a five-to-ten year period for the market to reach
full maturity.
As per Deloitte's TMT India Predictions 2017, Internet of Things (IoT) is going to be the next big thing
for operators as India will rapidly grow into a hub for IoT Solutions. The market value of IoT is expected
to reach USD 9 billion by 2020. IoT units in India are also expected to see a rapid growth of 31 times to
reach 1.9 billion by 2020.
M2M/IoT has been around for several decades now: Some deployments date back more to than 20
years. However, M2M/IoT markets are struggling to realise the full M2M market potential. Estimates
indicate IoT is a Trillion Dollar Opportunity having unlimited possibilities. Some of the latest forecasts
and predictions by analysts are;
•

The worldwide Internet of Things (IoT) market is expected to grow 19% in 2015, led by digital
signage, according to a new forecast from International Data Corporation (IDC). The second
annual forecast focuses on growing IoT use in 11 vertical industries, including consumer, retail,
healthcare, government, manufacturing, transportation, and other industries, while also sizing
IoT opportunities for 25 vertical-specific use cases. Few of the recent publication are highlights
below:
•

Research Nester: The Global Internet of Things (IoT) market reached USD 598.2 Billion in
2015 and the market is expected to reach USD 724.2 Billion by 2023. Further, the market
is projected to register a CAGR of 13.2% during the forecast period 2016-2023 globally.
The market of Asia-Pacific region acquired 36% of the global revenue share in 2015 and
the market is anticipated to grow at a CAGR of 10.2% during the forecast period i.e. 20162023.
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•

Juniper: The number of connected IoT (Internet of Things) devices, sensors and actuators
will reach over 46 billion in 2021.

•

Markets and Markets: Iot technology market is expected to grow from USD 130.33 Billion
in 2015 to USD 883.55 Billion by 2022, at a CAGR of 32.4% between 2016 and 2022.

•

Machine Research: - The total number of IoT connections will grow from 6 billion in
2015 to 27 billion in 2025, a CAGR of 16%.

•

Cisco: Over the next five years, global IP networks will support up to 10 billion new
devices and connections, increasing from 16.3 billion in 2015 to 26.3 billion by 2020.
There are projected to be 3.4 devices and connections per capita by 2020—up from 2.2
per capita in 2015. Globally, M2M connections are calculated to grow nearly three-fold
from 4.9 billion in 2015 to 12.2 billion by 2020, representing nearly half (46 percent) of
Total connected devices.

•

Grand view research: The global Internet of Things (IoT) market size was valued at USD
605.69 billion in 2014. Technological proliferation and increasing investments are
expected to drive the global market over the next seven years.

•

Gartner: Gartner, Inc. forecasts that 6.4 billion connected things will be in use worldwide
in 2016, up 30 percent from 2015, and will reach 20.8 billion by 2020. In 2016, 5.5 million
new things will get connected every day. Gartner estimates that 4 billion connected things
will be in use in the consumer sector in 2016, and will reach 13.5 billion in 2020.

•

IDC: According to IDC, global IoT spending will experience a compound annual growth
rate (CAGR) of 15.6% over the 2015-2020 forecast period, reaching $1.29 trillion in 2020.

While IOT/M2M/IOE is a huge topic ranging from last mile connectivity all the way to data models and
semantics, one cannot expect the work to focus in a single place. The following list contain few
examples and many more exist:
•
•
•
•
•
•

Alljoyn – open source project
IEEE P2413—Standard for an Architectural Framework for the Internet of Things, IETF , ISA
100 (Industrial IOT)
ISO/IEC JTC1 /WG7: project named IOT RA covering Sensor Network Reference Architecture
ITU Y 2066 and Y2067: Recommendation about IOT covering Requirements and Gateway
capabilities
Open-Interconnect, ZigBee, Z-Wave (wireless protocol for home automation) etc.
ETSI / oneM2M
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Key challenges:
•
•
•

Fragmentation, provisioning/efficiency, integration complexity, scalability
M2M Communications meets non-ICT Industry [Automotive, Health, Energy]
How to make intelligent use of information, enabled by connected IT [Cloud]

Market projections for the growth of Machine-to-Machine (M2M) communications and the Internet of
Things (IoT) are unrealistic without the emergence of a global standardised platform. In short, this
industry will not take off without significant consolidation and the economies of scale that
standardisation can bring. Hence standardisation is needed in order to deliver the scalability and
flexibility the market requires to maximise the full potential of IoT and M2M.

2.

Standardisation and Policy
Standards and policy are critical elements of IoT and M2M as many devices will be connected
Standardisation is needed in order to deliver the scalability and flexibility the market requires to
maximise the potential of IoT and M2M. Standardisation enables improved functionality – cost-quality
trade-offs to be made, which will deliver faster time-to-market for new devices and applications. A
dramatic change within short period of time is mainly attributed to development of ICT and Internet. It
is expected that future ICT developments will mainly ride on M2M and IoT. The number of worldwide
M2M connections is growing exponentially, with some forecasts as high as 50 billion by 2020. These
connections will reside within virtually every major market category – from healthcare to
transportation and energy to agriculture. Also huge investments in terms of billions and trillions for
M2M based services have been announced by developing and developed countries. At present 468
mobile operators are offering M2M services across 190 countries.
All kinds of M2M services can be efficiently and economically made available to consumers if they are
configured on common communication network which is open, scalable and standards based. However
different kinds of M2M services have varying network requirements broadly categorised as under:
Ø
Ø
Ø
Ø

Very low Bandwidth < 1Mbps (Monthly usage 10kb to 10Mb) e.g. Remote sensors
Low Bandwidth < 1kbps to 10kbps (Monthly usage 1Mb to 10Mb) e.g. utility, health security
monitoring
Medium Bandwidth < 50kbps to a few MB (Monthly usage 10mb to 300mb) e.g. retail, ticketing,
inventory control, gaming and digital picture frames.
High Bandwidth, in Mbps (monthly usage > 300Mb to 90Gb) e.g. digital signage, video
surveillance.
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Keeping all these facts under consideration, the need of having a global partnership in developing
standards for Machine-to-Machine (M2M) communications and the Internet-of-Things (IoT) was
strongly felt.

2.1.

M2M/IoT Globally

2.1.1. M2M/IoT Policy initiatives
Favorable regulations and government supports are other important aspect that needs to be taken
care by various governments and associations to harness the full potential of M2M. In various
countries, a number of government supported M2M projects are announced; however regulations
around M2M are announced in bits and pieces. Till date, full-fledged regulations on M2M are not seen
in any country. Action in this direction has started in some countries and consultation papers have
come out.
GSMA (Groupe Speciale Mobile Association) has issued guidelines for IoT/ M2M market that outline
how devices and applications should communicate via mobile networks. The guidelines include a
number of best practice areas such as data aggregation within devices, non-synchronous network
access, application scalability and guidance on how to manage signaling traffic from de-activated or
out-of-subscription SIMs. GSMA is also undertaking a project to develop a common set of acceptance
tests for IoT/ M2M devices and applications to ensure best practices are being followed. The project
will establish a single, standard set of connection efficiency tests for IoT/ M2M devices and
applications, enabling players across the industry to develop and deploy IoT/ M2M services with
confidence.

Legislation and Policy Document at European level:
o Com (2016) 176: ICT Standardisation priority for digital single market:
To support Europe’s role in the global digital economy, the European Commission has adopted a
communication on a Digital Single Market strategy, and has made it one of its key priorities. Common
standards ensure the interoperability of digital technologies and are the foundation of an effective
Digital Single Market. They guarantee that technologies work smoothly and reliably together, provide
economies of scale, foster research and innovation and keep markets open. To address the challenges
related to ICT standardisation, the Commission announced that it would “launch an integrated
standardisation plan to identify and define key priorities for standardisation with a focus on the
technologies and domains that are deemed to be critical to the Digital Single Market”.
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o Com (2016) 180: Digitising European Industry reaping the full benefits of Digital Single
Market.
Digitisation provides a unique opportunity for attracting further investments into innovative and high
growth digital and digitised industries in Europe. Industry in the EU can build on its strengths in
professional digital technologies and on its strong presence in traditional sectors to seize the wide
range of opportunities that IoT, big data and AI-based systems offer and capture a share of the
emerging markets of future products and services.
While adapting to the digital industrial change is primarily a matter for business, a targeted public
policy can play an important part in creating the best conditions for that to happen in all sectors in a
competitive environment bolstered by the competition rules. This is particularly important for the vast
number of small and medium-sized enterprises that underpin the European economy. Public policy
should aim at a thriving digital sector fueling the digitisation of the whole industrial fabric, from
construction, health and agro-food to creative industries.
The purpose of this Communication is therefore to reinforce the EU's competitiveness in digital
technologies and to ensure that every industry in Europe, in whichever sector, wherever situated, and
no matter of what size can fully benefit from digital innovations.
o

SWD (2016) 110/2: Advancing the Internet of things in Europe

The Internet of Things (IoT) represents the next major economic and societal innovation wave enabled
by the Internet. With the IoT, any physical (e.g. a thermostat or a bike helmet) and virtual (i.e. a
representation of real object in a computer system) object can be connected to other objects and to
the Internet, creating a fabric between things as well as between humans and things. The IoT can
combine the physical and the virtual worlds into a new smart environment, which senses, analyses and
adapts, and which can make our lives easier, safer, more efficient and more user-friendly. The Digital
Single Market Strategy for Europe (in short DSM Strategy) underlines the need to avoid fragmentation
and to foster interoperability for the IoT to reach its potential.
Ø Com (2009) 278:
Internet of Things — An action plan for Europe”: Standardisation will play an important role in the
uptake of IoT, by lowering entry barriers to newcomers and operating costs for users, by being a
prerequisite for interoperability and economies of scale and by allowing industry to better compete at
the international level. IoT standardisation should aim at rationalising some existing standards or
developing new ones where needed.

Standards Legal Privacy Security, Sep 2017

www.theiet.in/IoTPanel

14

Ø BEREC BoR (16)39, Report on enabling the Internet of Things:
In view of the Digital Single Market (DSM) review, BEREC considers that, in general, no special
treatment of IoT services and/or M2M communication is necessary, except for the following areas:
•
Roaming;
•
Switching;
•
Number portability.
With regard to privacy, BEREC sees the need for a careful evolution – but not an entire overhaul – of
the existing EU data protection rules. This assessment does not preclude that within the DSM review
further areas for amendments of the regulatory framework taking into account the peculiarities of IoT
services and/or M2M communication might be identified. No need for a European numbering scheme
for M2M communication has been identified.

2.1.2. M2M/IoT Standardisation Activities
There are various standards development sub-activities taking place at the level of individual TSDO
listed as under:
Ø

European Telecommunications Standards Institute (ETSI) M2M: ETSI Technical Committee is
developing standards for M2M communications. The group aims to provide an end-to-end view
of M2M standardisation.
ETSI is addressing the issues raised by connecting potentially billions of smart objects into a
communications network, by developing standards for:
•
Data Security
•
Data Management
•
Data Transport
•
Data Processing
This will ensure interoperable and cost-effective solutions, open up opportunities in new areas
such as e-Health and smart metering, and allow the market to reach its full potential. Machineto-Machine (M2M) communications will form the foundation for:
•
Smart Devices
•
Smart Appliances
•
Smart Home
•
Smart Building
•
Smart Cities
http://www.etsi.org/technologies-clusters/clusters/connecting-things
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Ø

3rd Generation Partnership Project (3GPP): Apart from ETSI, 3GPP is also active in M2M
technology related activities. In 3GPP M2M is also called machine-type communications (MTC)
where work has been carried out on the optimisation of access and core network infrastructure,
allowing efficient delivery of M2M services.

Ø

IEEE: IEEE has a number of existing standards, projects in development, activities, and events
that are directly related to creating the environment needed for a vibrant IoT, recognising the
value of the IoT to industry and the benefits this technology innovation brings to the public
http://standards.ieee.org/develop/msp/iot.pdf.
•

IEEE P2413, Draft Standard for an Architectural Framework for the Internet of Things
This draft standard defines an architectural framework for the Internet of Things (IoT),
including descriptions of various IoT domains, definitions of IoT domain abstractions, and
identification of commonalities between different IoT domains. To participate in the
development of this standard, visit the IEEE P2413 Working Group page.

•

IEEE P2418 Standard for the framework of Blockchain use of Internet of Things
The purpose of this project is to develop definitions and a protocol for blockchain
implementations within an IoT architectural framework. This standard provides a common
framework for blockchain usage, implementation, and interaction in Internet of Things
(IoT) applications. The framework addresses scalability, security and privacy challenges
with regard to blockchain in IoT. Blockchain tokens, smart contracts, transaction, asset,
credentialed network, permissioned IoT blockchain, and permission-less IoT blockchain
are included in the framework. Read more

•

IEEE P1451-99-Standard for harmonisation of Internet of things Devices and Systems
The purpose of this standard is to define a metadata bridge to facilitate IoT protocol
transport for sensors, actuators, and devices. The standard addresses issues of security,
scalability, and interoperability. This standard can provide significant cost savings and
reduce complexity, and offer a data sharing approach leveraging current instrumentation
and devices used in industry. This standard defines a method for data sharing,
interoperability, and security of messages over a network, where sensors, actuators and
other devices can interoperate, regardless of underlying communication technology. Read
More
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•

IEEE P1931.1 standard for an Architectural Framework for Real Time Onsite Operations
Facilitation (ROOF) for Internet of things
This standard defines ROOF computing and networking for technical and functional
interoperability for IoT systems that operate and co-operate in a secure and independent
manner within the context of a local environment such as home, factory, office or airport,
etc. This standard defines an architectural framework, protocols and Application
Programming Interfaces (APIs) for providing Real-time Onsite Operations Facilitation
(ROOF). ROOF computing and networking for the data and the devices include next-hop
connectivity for the devices, real-time context building and decision triggers, efficient
backhaul connectivity to the cloud, and security & privacy. Read More

Ø

The Internet Engineering Task Force (IETF) ROLL: IETF has created a set of activities related to
sensor technologies and smart objects such as 6LoWPAN and ROLL (routing over low-power and
lossy networks). These efforts are aiming at bringing the Internet Protocol to sensors and M2M
devices needed for building a monitoring infrastructure for Smart Grid. Working Group ROLL is
focusing on RPL (routing protocol for LLNs) for low-power and loss networks (LLNs) where the
nodes in the networks are many embedded devices with limited power, memory, and processing
resources. The emphasis of the work is on providing an end-to-end IP-based solution in order to
avoid the non-interoperable networks problem.

Ø

International Telecommunication Union (ITU): International Telecommunication Union has
established various Focus Groups with the objective of developing recommendations from
telecom/ ICT perspective. There are various focus groups in ITU developing recommendation
relevant to M2M e.g. Focus Group on Smart Sustainable Cities (FG SSC); Focus Group on Smart
Water Management (FGSWM); Focus Group on Disaster Relief Systems, Network Resilience and
Recovery (FG-DR&NRR); Focus Group on Smart Cable Television (FG Smart Cable); Focus Group
on M2M Service Layer (FG M2M); Focus Group “From/In/To Cars Communication” (FG Car
Com);Focus Group on Smart Grid (FG Smart); Focus Group on Cloud Computing (FG Cloud)etc.

Ø

Advancing open standards for the information society (OASIS): OASIS runs a TC on message
queuing telemetry transport (MQTT) https://www.oasis-open.org/committees/mqtt.
It is producing a standard for the MQTT protocol compatible with MQTT V3.1, together with
requirements for enhancements, documented usage examples, best practices, and guidance for
use of MQTT topics with commonly available registry and discovery mechanisms. As an M2M/IoT
connectivity protocol, MQTT is designed to support messaging transport from remote
locations/devices involving small code footprints (e.g. 8-bit, 256KB ram controllers), low power,
low bandwidth, high-cost connections, high latency, variable availability, and negotiated delivery
guarantees.
MQTT also has been approved as ISO/IEC 20922:2016
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=mqtt
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OASIS also runs advanced message queuing protocol (AMQP) description: ubiquitous, secure,
reliable internet protocol for high speed transactional messaging. AMQP also has been approved
as ISO/IEC 19464:2014 https://www.oasis-open.org/committees/amqp.
Ø

OIC: OIC works on defining the connectivity requirements for devices including the definition of
the specification, certification and branding to deliver reliable interoperability; IP protection; and
providing an open source implementation of the standard.

Ø

World Wide WEB Consortium (W3C): W3C’s web of things https://www.w3.org/WoT/ is to
support overcoming the fragmentation of the IoT by introducing a web based abstraction layer
capable of interconnecting existing IoT platforms and complementing available standards.

Ø

Open Geospatial Consortium (OGC): OGC defines and maintains standards for location-based,
spatio-temporal data and services. Some of the work is related to IoT, e.g. a modular suite of
standards for web services allowing ingestion, extraction, fusion, and (with the web coverage
processing service (WCPS) component standard) analytics of massive spatio-temporal data like
satellite and climate archives. http://www.opengeospatial.org

Ø

ISO/IEC JTC 1: ISO/IEC JTC 1 WG 10 (Internet of Things): developing ISO/IEC 30141
— IoT reference architecture.
WG 10 work is ongoing on the following work areas:
•
•
•

Terms and definitions for JTC 1 IoT Vocabulary (ISO/IEC 20924).
IoT reference architecture which is flexible and easily extended to various types of
applications (ISO/IEC 30141).
Support for interoperability of IoT systems in terms of framework, networking, syntactic
and sematic interoperability (ISO/IEC 21823-1).
Diverse use-cases covered by IoT:

•
•

Monitoring the ongoing regulatory, market, business and technology IoT requirements
IoT standards that build on the foundational standards in relevant JTC 1 subgroups

Documents from JTC 1/WG 10 can be found here:
https://jtc1historyblog.wordpress.com/isoiec-jtc-1-working-groups/wg-10-internet-of-things/
Ø

oneM2M has published its Release 2 in August 2016. The first oneM2M release includes
specifications covering requirements, architecture, protocols, security, and management,
abstraction and semantics and Release 2 added new functionality, particularly by expanding
management, abstraction and semantics. Release 2 published in August and freely available at
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www.oneM2M.org . It is made up of 17 Technical Specifications and 9 Technical Reports. In ETSI
SmartM2M, cooperation with AIOTI is foreseen to support 2017-2020 H202 IoT LSP on
(semantic) interoperability, cross sector shared IoT reference architecture (high level
architecture), security and privacy. oneM2M is the alliance of the following major ICT SDOs:
o
o
o
o
o
o
o
o

Association of Radio Industries and Businesses (ARIB) of Japan
Telecommunication Technology Committee (TTC) of Japan
Alliance for Telecommunications Industry Solutions (ATIS) of USA
Telecommunications Industry Association (TIA) of the USA
China Communications Standards Association (CCSA) of Chine
Telecom Standards Development Society, India (TSDSI)
European Telecommunications Standards Institute (ETSI) of Europe
Telecommunications Technology Association (TTA) of Korea

Other forums/organisations:
o
o
o
o
o
o

2.2.

BBF (Broadband Forum)
Continua
Global Platform
HGI (Home Gateway Initiative)
The New Generation M2M Consortium – Japan
OMA (Open Mobile Alliance) and over 200 member organisations.

M2m/IOT in India

2.2.1. M2M/IOT Policy Initiatives
DOT released M2M roadmap. The roadmap covers global scenario on M2M Standards, Regulation and
policies, Initiatives, Make in India: Supported through M2M Adoption and Approach & Way Forward
including set of recommendation:
o
o
o
o
o
o
o
o

To facilitate M2M communication standards including encryption, quality, security and privacy
standards from Indian Perspective and to recognise such standards for India.
To release national M2M Numbering Plan (within year 2015).
Address M2M Quality of Service aspects.
To address M2M specific Roaming requirements.
To formulate M2M Service Provider (MSP) registration process.
To issue guidelines for M2M specific KYC, SIM Transfer, International roaming etc.
Formation of APEX body involving all concerned stake holders.
To address M2M specific spectrum requirements.
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o
o
o
o
o
o
o
o
o
o

To define frequency bands for PLC communication for various Industry verticals
Finalisation of M2M Product Certification process and responsibility centers.
Facilitating M2M Pilot projects.
Measures for M2M Capacity building.
To establish Center of Innovation for M2M.
To assist M2M entrepreneurs to develop and commercialise Indian products by making available
requisite funding (pre-venture and venture capital), management and mentoring support etc.
Inclusion of M2M devices in PMA Policy.
To take up matters with relevant ministries to boost M2M products and services.
Define procedures for energy rating of M2M devices and implementation of same.
To evolve suitable guidelines of EMF radiation of M2M devices based on research and studies by
relevant bodies.

DoT Draft M2M Service Providers Registration Guidelines Covering:
o
o
o

Terms & Conditions for M2MSP Registration
Technical Conditions for M2MSP Registration
Security Conditions and a provision such as:

The M2MSP shall induct only those devices/equipment in the network which meet TEC/TSDSI/BIS
standards, wherever specified as mandatory by the Authority from time to time and in the absence of
mandatory TEC/TSDSI/BIS standard, the M2MSP may deploy those devices/ equipment that is certified
in compliance to meet the relevant standards set by National and International standardisation bodies,
such as 3GPP, BIS, TSDSI, ITU, OneM2M, IEEE, ISO, ETSI, IEC etc.

•

DEITY/MEITY DRAFT IOT POLICY:
Vision:
“To develop connected and smart IoT based system for our country’s Economy, Society,
Environment and global needs. “
Objectives:
o
o
o
o

To create an IoT industry in India of USD 15 billion by 2020. It has been assumed that India
would have a share of 5-6% of global IoT industry.
To undertake capacity development (Human & Technology) for IoT specific skill-sets for
domestic and international markets.
To undertake Research & development for all the assisting technologies.
To develop IoT products specific to Indian needs in all possible domains.
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o

•

TRAI CP on M2M:
o

o
o

o
o

o
o
o
o
o
o
o
o
o

•

The Policy framework of the IoT Policy has been proposed to be implemented via a multipillar approach. The approach comprises of five vertical pillars (Demonstration Centres,
Capacity Building & Incubation, R&D and Innovation, Incentives and Engagements, Human
Resource Development) and 2 horizontal supports (Standards & Governance structure).

Addressing questions around a) Regulatory Licensing framework, b) what should be the
quantum of spectrum required to meet the M2M communications, c) roaming, d)
SIM/eUICC e) Security etc.
TRAI has recommended for V-band (57-64GHz) which can also be used for M2M. Other
sub-GHz bands which are license exempt for indoor use are 433-434MHz and 865-867MHz.
The Qos and bands are still to be clearly identified for M2M communications in India and
whether these will be licensed or unlicensed bands. And along with that the issue of
national/international roaming.
M2M is also being used inter-changeably with other terms like IoT, IoE, smart systems.
Launch of various government programmes such as “Digital India”, “Make in India” and
“Startup India” will also help immensely in driving the growth of the M2M/IoT industry in
the country.
According to BEREC’s report current M2M services share following characteristics:
Fully automatic communication of data from remote devices.
Simple devices that can be static or mobile.
Low volume traffic often with sporadic/irregular pattern though some use-cases have
emerged about transmission of data in greater volumes.
M2M services require connectivity but it accounts for low proportion of overall M2M value
chain revenue opportunity.
Some M2M services/devices are being produced for world market/global usage.
Some M2M devices are designed for lifetime of many years.
In most cases, the business model is B2B even if devices are aimed for consumers (B2B2C).
There are different ways M2M services could be implemented - different connectivity
technologies, different protocols used to deliver data and M2M device is addressed via an
identifier (necessarily not a global identifier as many devices are not connected to public
networks). Read more

The institution of Engineering and Technology (IET) INDIA IoT Panel
It’s a volunteer led visionary, neutral, think tank in the “Internet of Things” space to focus on the
areas of IoT, viz. Retail, Energy, Healthcare, Agriculture, Connected Homes, IoT Labs, Regulatory
& Legal, Education and Social Impact.
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2.2.2. M2M Standardisation Activities
•

BIS Panel on ICT New & Emerging Technology covers topics of Smart cities (ICT technology area ISO/IEC/JTC 1/SG1[WG11]), Big Data (ISO/IEC/JTC 1/SG 2), Internet of Things (ISO/IEC/JTC 1/SWG
5 &WG 10), Sensor networks (ISO/IEC/JTC 1/WG 9), Systems Evaluation Group - Smart Cities
(IEC/SEG 1), Systems Evaluation Group - Ambient Assisted Living (IEC/SEG 3), Active Assisted
Living (IEC/SyC AAL), Smart Energy (IEC/Smart Energy) and Smart Manufacturing (IEC/SG 8).
The BIS Council has divided the work into two groups thereby setting-up two panels as follows:
Panel 1: Title – Internet of Things (IoT), Scope – To explore the work being pursued at the
international level, the need for standardisation in the national context and guide the Council for
further action in the following technology areas: a) The standards directly under development by
JTC 1, b) Internet of Things, c) Big Data, d) Sensor network, and e) Wearable devices. Convener:
Dr. Gargi Keeni
Panel 2: Title – Smart Infrastructure, Scope – To explore the work being pursued at the
international level, the need for standardisation in the national context and guide the Council for
further action in the following technology area: a) Smart Cities (ICT Technology), b) Active
Assisted Living, c) Smart manufacturing and d) Smart Energy. Convener: Shri Narang Kishore

•

TEC: M2M working groups:
- NT cell of DoT is working on framing policy on M2M communication. TEC had been assigned the
task to undertake studies through stakeholders and finalise Indian specific
standards/specifications and also to make contributions in International Standardisation effort.
- To begin with, five multi stake holders Working Groups as detailed below were formed in TEC in
March 2014. Working Groups are having members from TEC, DoT, Telecom Service Providers
(TSPs), OEMs, R&D organisations, Vertical Industries, MNCs, IT / ITes, Semiconductor industries
and standardisation bodies( ETSI, TSDSI, BIS etc).
a)
b)
c)
d)
e)

Gate way and Architecture
Power
Automotive
Health
Safety and Surveillance

Ø Joint Working Group (JWG): It comprises members of all the working groups.
Ø Following new working groups have been created in June-2015
a)
Security (End to End security of M2M domain)
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b)
c)
d)
e)
f)

Smart city
Smart Homes
Smart villages and Agriculture
Smart Environment (Environment monitoring and Pollution Control)
Smart Governance

Ø Frame of Reference for the working Groups was prepared and approved in the JWG meeting.
(Click here)
Ø Technical Reports (Release 1 and Release 2) of M2M working groups given below:
M2M/ IoT Technical Reports (Release 1.0, May 2015):
o
o
o
o
o
o

M2M Gateway & Architecture
M2M Enablement in Power Sector
M2M Enablement in Automotive (Intelligent Transport System) Sector
M2M Enablement in Remote Health Management
M2M Enablement in Safety & Surveillance Systems
ICT deployment and strategies for India’s Smart Cities: A Curtain Raiser

M2M/ IoT Technical Reports (Release 2.0, November 2015):
o
o
o

M2M Number resource requirement & options
V2V / V2I Radio communication and Embedded SIM
Spectrum requirements for PLC and Low power RF communications

Work continues to have a release 2.0 for ICT deployment and strategies for India’s Smart Cities,
Communication Technologies in M2M/IoT, Smart Home etc.

•

Telecommunication Standards Development Society, India (TSDSI):
TSDSI is the government recognised body working on ICT including M2M standards. It is a not
for profit industry led legal entity with participation from all stake holders including
Government, service providers, equipment vendors, equipment manufacturers, academic
institutes and research labs etc. It aims at developing and promoting research based Indiaspecific requirements, standardising solutions for meeting these requirements, contributing to
global standardisation in the field of telecommunications, maintaining the technical standards
and other deliverables of the organisation and safe-guarding the related IPR. TSDSI WG
published reports on M2M/IoT given below:
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TSDSI WG on M2M/IOT published report covering Indian Use cases:

M2M Use Cases for Utilities-V0.2.0-20151003 advance for NWG
M2M Use Cases for Environment Pollution Monitoring & Control
M2M use cases for SmartCities-V0.2.0-20151003 advance release for NWG20
M2M Use Cases for Smart Governance -V0.2.0-20151003 advance for NWG
M2M Use Cases for Remote Asset Management-V0.2.0-20151003 advance for NWG
M2M Use Cases on Smart Villages V0.2.0-20151003 advance release for NWG
M2M Use Cases for Transportation V0.2.0 20151003 advance for NWG
M2M Use Cases on Industrial Automation V0.2.0-20151003
M2M Use Cases on Smart Homes V0.2.0-20151003 advance release for NWG
M2M Use Cases on Health V0.2.0- 20151003 advance for NWG

3.

Various Communication Technologies for M2M/IoT
Cellular technologies have played an instrumental role in connecting the people to one another via
voice, and also extended connectivity to the mobile Internet by delivering fast and mobile broadband
services.
In the area of M2M / IoT, data from the devices will vary from few kilobits (water/ electricity meters,
environmental sensors) to several megabytes (Security camera) depending upon the use case. Data
may be in the form of bursts and may also be non critical / critical in nature.
In M2M/ IoT domain, there are various types of communication technologies depending upon the
coverage, power, QoS etc. Communication technologies may be categorised to work in TAN / PAN/
NAN/ LAN / WAN depending upon coverage distance. These have been shown in figure below:
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Wide area network may also have wired technologies such as Fixed line broadband, Fibre to the home
(FTTH) and Power line communication (PLC).

3.1. Comparison Table for wired and wireless Technologies
A technological description in brief has been given in the following table. However a detailed
description has been taken up in the following chapters:
Table: Comparison of Communication Technologies
Technology
/Protocol

Frequency
band (s)

Advantages

•
•
Bluetooth
Low Energy

2.4 GHz

•
•
•
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Mature
technology
Easy to
implement
Low Power
Powered by
coin cell
Longer battery
life

Limitations

•

Small data
packets

Suitable for

•
•
•

Healthcare
devices
Fitness devices
Smart Metering
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Technology
/Protocol

Frequency
band (s)

Advantages

•
•
NFC

13.56 MHz
•

Consumes less
power
Almost
instantaneous
connectivity
between devices
No power is
required incase of passive
Tags

Limitations

•
•
•

•

•
•
Mature
technology
High home/office
penetration
High data rates
achievable
Easy to
implement

•

Full support of
IEEE 11073
device
specialization
profile
• Longer battery
life from low cost
coin cells for
wearable
Devices
(source: ZigBee alliance)
• Wireless range up
to 70 meters
indoor and 400
meters outdoor

•

•
•
Wi-Fi

2.4 GHz

•
•

•

ZigBee

2.4 GHz,
920 MHz, 915
MHz, 868
MHz, 780
MHz
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•

•

Extremely
short range
Expensive
Low
information
security
Low market
penetration

Limited range
Poor building
penetration
High
interference
from other
sources
Power
consumption
higher
than those
technologies
that operate
in the subGHz band
Not widely
adopted
BLE is the
direct
competition for
ZigBee
providing
different
modes/profiles
of operation.
BLE is getting
adopted faster
than
ZigBee within
short span of

Suitable for

•
•
•

•

•
•

•

•
•

Healthcare
devices
Fitness devices
Smart Metering

Base station in
Health
Clinics
Smart Metering
Home
Automation

Health
Monitoring and
Safety
Client Activity
Monitoring
Health and
Wellness
monitoring
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Technology
/Protocol

Frequency
band (s)

Advantages

Limitations

(source: ZigBee alliance)

•
•

Z-Wave

Sub 1GHz for
India
(865-867
MHz)

•

•
•
•
•
•

Wi-SUN

Sub 1GHz for
India
(865-867
MHz)

•
•

•
ANT

2.4GHz
•
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Standardised by
CSR 564 (E)
very successful
due to its ease of
use and
interoperability
Majority share of
the Home
Automation
market

Open standards
based
Interoperable
High data rate
Long Range
Widely adopted
in Japan,
Singapore and
USA. Currently
being adopted in
Asia, Australia
South America
and parts of
Europe and other
regions
Low power
consumption
Operates as RF
mesh network
delivering higher
reliability.

Low power
mode supporting
longer battery life
Adopted by major
mobile

Suitable for

time

•

•

•

•

•

Proprietary
radio systems
available
Limited Range
drives up
costs

Not widely
adopted in
India
Based on
latest IEEE
standard which
is not
yet adopted
widely

BLE is giving
direct
competition to
ANT as it is
already

•
•
•

•
•
•
•
•

•
•

Security
systems.
Home
automation
Lighting
controls

Smart metering
Distribution
Automation
Smart Home
Smart City
Industrial
automation

Fitness device
Healthcare
device
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Technology
/Protocol

Frequency
band (s)

Advantages

•

manufacturer
Supports mesh
capability which
is an edge over
BTLE

Limitations

•

•

•

Cellular
(2G,3G,LTE
,NB-IoT
and 5G)

For India, 900
MHz, 1800
MHz, 2100
MHz and 2300
MHz is
allocated.

•
•

•

•

LoRa

Sub GHz

•

•

•
SIGFOX

Sub GHz
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Mature
technology
Rapid
deployment
Communication
modules are low
cost and
standardised.
Roaming

Network can be
defined by the
individuals /
owners.
Support long
range and high
battery life
High security
using AES 128
encryption

Infrastructure
being deployed.
Several countries
SIGFX ready

•
•
•

•

•

•

•

Suitable for

supported by
all the mobile
manufacturer
Not all mobile
Manufacturer
is supporting
ANT hardware
Low
penetration in
market is less
due to
present ecosystem of
other Wireless
Technologies

Coverage not
100%
Reliability not
the best
Short
technology lifecycle (2G,
EDGE, 3G, LTE
etc.)

Own
deployment
with no
subscription
fees
Works in
unlicensed
band.

Deployment by
Network
Operator
Subscription
fee

•
•
•

•
•

•

•

Tele-Health
Remote Health
Monitoring
Smart Metering

Smart Metering,
Smart street
Lighting
solutions
Asset
monitoring

Smart Metering,
Lighting
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Technology
/Protocol

Frequency
band (s)

Advantages

•

DSL

0-2.208 MHz

•
•
•

Inexpensive
(installation and
use)
High SLA
Less installation
time
Bonded DSL
provides inherent
redundancy

Limitations

Suitable for

•
•
•
•

Low data
security
Lower
throughput
Higher latency

•

•

•
•

Ethernet

16,100,250,
500, 600
MHz 1
GHz, 1.62.0 GHz

•
•
•

Inexpensive
(installation and
use)
Excellent
throughput
Low installation
time
Easily scalable

•
•
•
•

•
•
•
•

PLC

No defined
frequency
band in India

•
•
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Ready
infrastructure
Communication
possible in
challenging
environments
such as
underground
installations,
metal-shielded
cases etc.
Long technology
life-cycle
Many standards
and protocols
available

•

•

Lowest data
security
Lowest SLA
Highest latency
Bursts of
additional
bandwidth not
possible
Point-to-point
communication
Can cause
disturbances
on the lines
Not suitable
where power
cables are not
in a good
condition;
initial and
ongoing line
conditioning
and
maintenance
can add
significant
O&M costs
Highly trained
manpower
required for
O&M

•

•
•

•
•

Gateway for
Remote Health
Monitoring
Concentrator
for
Tele-Health
Home
Automation

Gateway for
Remote
Health
Monitoring
Concentrator
for
Tele-Health
Smart Metering
Home
Automation

Smart metering
Home
automation
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Technology
/Protocol

Frequency
band (s)

Advantages

Limitations
•

•

Suitable for

Communicatio
n not possible
in case of an
outage
Absence of
regulations on
use of
frequency
bands

Source: Technical report (TEC)

4.

Role of M2M/IoT in Smart City Mission in India
These are top five technologies which play an important role in building smart cities in India.
o
o
o
o
o

Machine to Machine technologies
Data Security
New Storage Technologies
Technologies for Renewable Energy
Disaster Management technology

•

M2M technology plays an important role in building smart cities because without M2M
technology, it would be impossible for Smart Cities to exist.
The Smart City transformation would be fueled by advance technology and the deployment of
intelligence & information management systems.
Dream of Smart cities can be achieved at accelerated pace with higher reliance on ICT
(information and communications technology).
IoT is the backbone of Smart Cities. However, without a robust security and privacy
infrastructure, there can be no practical and safe application of IoT within a Smart City. Access
and control standards for ICT networks within the Smart City are imperative for both data and
human security, the lack of which can cause serious threats and vulnerabilities to all who live and
operate in such cities.
As Smart Cities grow, the amount of information gathered and stored for analysis and record will
grow tremendously. New storage technologies, such as flash, high-capacity drives, softwaredefined storage and Cloud infrastructures, etc., will only grow to serve IoT deployments needed
in Smart Cities.

•
•
•

•
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•

•

•

5.

Solar, wind, electric mobility, biogas and other alternatives will greatly shape the success of
India’s Smart City infrastructure. Smart cities require large amounts of energy supply that can
only be achieved through recycling, effective management and new sources of energy.
It is rightly considered as a horizontal layer in the smart city framework rather than one of the
pillars which means sustainable Smart City will have a forms of Smart communication/ ICT
infrastructure, Smart mobility, Smart Living, Smart Economy, Smart Environment, Smart
Governance and Smart Citizens and all of this will ride on M2M & IoT
Hence ICT/M2M/IoT will play a significant role in Smart City Mission of India. Read more

Conclusion
The internet isn't just for communicating with people; it is now also used to intelligently connect
devices which must be able to communicate and interact with speeds, scales, and capabilities far
beyond what people originally needed or used. The Internet of Things (IoT) is slowly making the world
more agile and functional via M2M and other protocols. M2M represents a developing field with its
own concepts that include sensors, communications in local-area and wide-area, server on premises,
local scanning devices, user-facing services, and storage and analytics. Additionally, the tech has
developed into the mobile environment to further improve people and machine communication,
including in monitoring systems that collect data and drive decisions. M2M is also having an impact on
the telecommunication industry, helping change how we interact with our devices.
There is a strong market case for producing global specifications. M2M offers unprecedented business
opportunities for new devices and services. But if we are to fully exploit these opportunities and grow
the market to the scale projected, we need common global standards to reduce complexity, facilitate
the roll-out of new devices and services, and provide economies of scale. One such initiative is
oneM2M partnership project which has developed specification for Common Service Layer and are
being used by a number of independent open source foundations and projects, in addition to
commercial deployments [OCEAN, IOTDM, OM2M, CDOT, HP etc.] as the industry looks to
accelerate take up of IoT products and platforms.
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6.

Glossary
Sl. no.

Acronym

Expansion

1

M2M

Machine to Machine

2

3GPP

3 Generation Partnership Project

3

BBF

4

BEREC

5

BIS

6

CAGR

Compound Annual Growth Rate

7

DEITY

Department of Electronics & Information Technology

8

DoT

Department of Telecommunication

9

DSM

Digital Single Market

10

ETSI

European Telecommunications Standards Institute

11

GSMA

12

HGI

High Gateway Initiative

13

IDC

Internet Data Corporation

14

IEC

International Electro-technical Commission

15

IEEE-SA

16

IEFT

Internet Engineering Task Force

17

IoT

Internet of Things

18

ITU

International Telecommunication Union

19

JTC

Joint Technical Committee

20

JWG

Joint Working Group

21

MEITY

Ministry of Electronics & Information Technology

22

MQTT

Message Queuing Telemetry Transport
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rd

Broadband Forum
Body of European Regulatory for Electronics
Communications
Bureau of Indian Standards

Groupe Speciale Mobile Association

Institute of Electrical and Electronics Engineers Standards
Association
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7.

23

OASIS

Advancing Open Standards for the information society

24

OGC

Open Geospatial Consortium

25

OMA

Open Mobile Alliance

26

SDOs

Standards Development organisations

27

SWD

Staff Working Document

28

TEC

Telecommunication Engineering Center

29

TSDSI

Telecommunication Standards Development Society, India

30

W3C

World Wide Web Consortium

31

WC

Working Group

Sources
-

Department of telecommunications (DOT)
National Telecom M2M Roadmap
Telecom Standards Development Society, India (TSDSI)
Telecommunication Engineering Center (TEC)
DEITY/MEITY
BIS
European Telecommunications Standards Institute(ETSI)
IEEE Standards Association
Advancing open standards for the information society (OASIS)
International Telecommunication Union (ITU)
World Wide Web Consortium (W3C)
elets-smart-city
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Annexure: 2

White paper
On
Privacy and other Legal Issues in the
Internet of Things Ecosystem

This white paper is intended to provide only a macro perspective of key legal issues
identified by the Working Group that have an impact on the IOT ecosystem. The
intention of the Working Group is to publish further white papers setting out granular
perspectives on some or all of the legal issues identified in this white paper.
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PART-I
PRIVACY ISSUES IN THE IoT ECOSYSTEM

1.

Introduction
Technology has significantly reduced human intervention in many day-to-day tasks. The Internet of
Things (IoT) has emerged as the single biggest factor in enabling this in recent times. IoT is essentially
the inter-connection or interaction of devices, through the Internet, facilitating machine to machine
interaction (M2M Interaction), and minimising human intervention. Minimum human intervention is a
desired trait for many industries and sectors as this can increase efficiency and productivity. As this
need arises across varied sectors such as communication, healthcare, energy, infrastructure,
automobiles, etc., IoT has become relevant in these spheres.
The IoT ecosystem is heavily dependent on data collection and transmission. Connected sensors collect
large amount of data through the Internet, enabling M2M interaction and processing of the data for
particular services. Different types of data are transmitted and processed within the IoT ecosystem.
The data primarily includes personal data and sensitive personal information such as financial
information, location, health related information, etc. Accordingly, the importance of privacy and data
security becomes pertinent with the development of IoT. Its emergence has led to large scale device
interaction and exchange of data (including sensitive personal data) between them, which in turn has
resulted in challenging the existing legal norms in privacy.
This White Paper initially explores the evolution of the right to privacy in India and the existence of the
right in the present legal infrastructure. These existing principles of the right to privacy are then
examined in the context of the IoT environment, in order to assess if they effectively protect the
privacy of the user. This Paper has confined itself to the assessment of B2C interaction in the IoT
ecosystem and does not address B2B networks. Further, the Paper has restricted its detailed
examination of existing legal norms to information technology law and TRAI regulations, since data
within the IoT ecosystem is primarily electronic data. The legal framework for privacy in other
jurisdictions and the steps taken to adopt them for IoT is also discussed to provide a comparative
perspective. The White Paper then attempts to highlight the gaps that need to be filled and make
suggestions in law and policy, for ensuring and safeguarding privacy in the IoT ecosystem.

2.

Stakeholders in a personal information transaction
Before examining the impact of privacy laws that regulate the transmission of personal data and
information in the IoT ecosystem, it is crucial to understand the flow of such information among the
various stakeholders within an information transaction. Further, most privacy laws across the world
have affixed roles and obligations on these stakeholders.

Standards Legal Privacy Security, Sep 2017

www.theiet.in/IoTPanel

35
The primary interaction in a personal information transaction is between the provider of the data or
the person who is the subject of the personal information (Data Subject) and the person collecting and
processing such data, for a specific purpose determined by that person or under whose control, the
data is processed (Data Controller). Besides the primary stakeholders mentioned above, others in a
personal information transaction include entities/persons who process the data of Data Subjects on
behalf of the Data Controller at multiple levels and types of data (Data Processors). Data Processors are
also cast with similar obligations as that of Data Controllers under most privacy laws. Most privacy
legislations regulate the flow of personal information between these stakeholders, by specifying
certain rights that the Data Subject may have in relation to his/her information and certain duties cast
upon the Data Controller/Data Processor in handling the personal information. Considering that most
personal information relates to a natural person and bears attributes that identify such person, it can
be concluded that most Data Subjects are individuals.
A flow chart depicting a personal information transaction in the context of Indian data protection law
under the Information Technology Act, 2000, can be found in the Exhibit 1 to this white paper.

3.

Laws on privacy and data protection in India
Note: This section only provides a brief insight into the various laws that govern data protection
and privacy in India, with specific context to electronic data. This section does not provide a critical
analysis of the legislations discussed and is only meant to give an understanding of the current
legal position on data protection in India.

Black’s Law Dictionary defines “privacy” as the quality, state or condition of being free from public
attention, intrusion into, or interference with one’s acts or decisions. Black’s Law Dictionary further
defines “informational privacy” as the right to choose to determine whether, what, how and to what
extent information about oneself is communicated to others, especially sensitive and confidential
information. This definition becomes relevant in the context of the IoT ecosystem as informational
privacy and its concepts are being challenged with the evolution of IoT.

3.1. Evolution and Constitutional basis for privacy in India
The Supreme Court has recently in Justice K S Puttaswamy and Anr. v. Union of India finally settled the
debate as to whether the right to privacy in India, is a fundamental right, guaranteed under the
Constitution. The court unanimously held that the right to privacy is a fundamental right, with the
majority holding that such right primarily resides in Article 21 (Right to Life and Personal Liberty) as well
as other fundamental rights guaranteed under the Constitution.
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Prior to this, the discussion on the right to privacy has transformed over the course of various judicial
decisions. In M.P Sharma v. Satish Chandra, District Magistrate Delhi1, the Supreme Court while
considering the ambit of Article 20(3) (right against self-incrimination), held that since the right to
privacy has not been expressly set out in the Constitution, there was no basis to impute it under other
Fundamental Rights. Kharak Singh v. State of Uttar Pradesh2, a subsequent case, involved addressing
the constitutionality of certain police regulations that allowed the police to conduct domiciliary visits
and surveillance of persons with a criminal record. These regulations were challenged on the grounds
that they were a violation of the right to privacy under ‘personal liberty’ in Article 21. While the
Supreme Court invalidated the police regulations on domiciliary visits, it refused to recognise that the
right to privacy existed under the Constitution. It upheld the existence of the common law right of
ordered liberty, based on which, part of the police regulations on domiciliary visits were held to be
violative of the right to personal liberty under Article 21. However, this decision of the Supreme Court
has been held to be inherently inconsistent by the Puttaswamy decision, and thereby overruled.3
The question of the right to privacy as a fundamental right under the Constitution once again came
before the Supreme Court again in Gobind v. State of Madhya Pradesh4, which involved a similar
question of constitutionality of regulations relating to police surveillance including domiciliary visits. In
this case, the court did not explicitly recognise the right to privacy under the Constitution but did allude
to the possibility of its existence in the penumbral regions of other Fundamental Rights under the
Constitution. However, the court further stated that even if one is to assume the existence of the right
to privacy, it would not be an absolute right and could be curtailed for reasons of compelling state
interests. While the Court in Gobind did not expressly hold the existence of right to privacy, subsequent
cases in the Supreme Court have construed this decision as confirming the right to privacy under the
Constitution.
In the case of Rajagopal v. State of Tamilnadu5, the Supreme Court for the first time directly linked the
right to privacy with the Constitution. Subsequently, the Supreme Court went on to evolve various
principles on the right to privacy through case law. This included the right to privacy in the context of
free speech, sexual identities, freedom from unauthorised search and seizure, etc. It is pertinent to
note that the fundamental right to privacy is available only against state action and not against private
parties. However, since most of these decisions by the Supreme Court were by smaller benches than
that of M P Sharma and Kharak Singh, the unequivocal existence of the right to privacy as a
fundamental right under the Constitution was not addressed until the recent decision of K S
Puttaswamy.
1
2

(1954) SCR 1077

(1964) SCR (1) 332
The Supreme Court in the Puttaswamy case opined that the inconsistency in Kharak Singh arose from (i) the Court
first holding that an unauthorised intrusion into a person’s home would violate that person’s common law right of
ordered liberty, which in turn was derived from a U.S Supreme Court judgement in Wolf v. Colorado which based the
entire premise of such right on a right to privacy and thereby striking down the regulation on domiciliary visits as
violative of Article 21 and; (ii) thereafter concluding that the right to privacy was not part of the Constitution.
4 1975 SCR (3) 946
5 1994 SCC (6) 632
3

Standards Legal Privacy Security, Sep 2017

www.theiet.in/IoTPanel

37

The decision in K S Puttaswamy came about, when the Supreme Court was deciding on the validity of
Aadhar. In the course of the Aadhar case, the question on the existence of the fundamental right to
privacy was required to be addressed, after which a nine judge bench of the Supreme Court was
constituted for the same. The Court went on to hold that the right to privacy is a fundamental right
under the Constitution and is subject to similar restrictions6 applicable to the other fundamental rights,
from which it flows. The Court elaborated that privacy has both a positive and negative content. The
negative content restrains the state from committing an intrusion upon the life and personal liberty of
a citizen, while the positive content imposes an obligation on the state to take all necessary measures
to protect the privacy of the individual.
The Court also discussed informational privacy under the ambit of right to privacy. Informational
privacy recognises the individual’s right to have control over the dissemination of his/ her data. This
has been referred in the judgement in the context of electronic data and data over the Internet.
Further, informational privacy is available against both state and non-state actors. Violation of
informational privacy by state actors is mostly through surveillance, profiling, etc. Non – state actors
could violate privacy through unauthorised access and processing of data and information. The Court
has gone on to recognise the need for a comprehensive data protection legislation for violations of
privacy through non- state actors. The committee for such a legislation has been set up under Justice
B.N Srikrishna. It is pertinent to note that any developments on this front will be relevant to the IoT
industry.

3.2. Existing legislations7 relating to the right to privacy, data protection in India
Presently, India does not have any exclusive omnibus legislation governing privacy and data protection.
Generally, the contractual terms between the parties govern the issue of data protection & privacy by
way of confidentiality provisions and parties are free to determine their relationship by defining
information that requires protection and its usage and seek enforceability under the Indian Contract
Act, 1872. However, the legal principles on privacy and data protection are embodied in various
legislations such as the Information Technology Act, 2000, Encryption Laws, The Telecom Regulatory
Authority of India (TRAI) Regulations, etc. The legislations discussed below are restricted to privacy in
relation to electronic and computer data. Other legislations which address the right to privacy in
different forms have not been covered.

The majority in the Puttaswamy decision held that any intrusion or encroachment on the right to privacy would have
to satisfy a three- fold test in order to be considered a reasonable restriction on such right; i) the encroachment has to
be pursuant to and under the authority of valid law; (ii) such law should clearly define the need for such
encroachment, which should be in furtherance of a legitimate government objective and (iii) there should be a rational
nexus and proportionality between such objective and the means adopted to achieve them ( in other words, the means
shouldn’t be in excess of the objective).
7
Legislations includes sub-ordinate legislation such as rules, regulations, license terms and guidelines of regulatory
authorities.
6
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3.2.1. Information Technology Act, 2000
The provisions under the Information Technology Act, 2000 (IT Act) and subsequent amendments have
tried to address privacy concerns with respect to electronic information and data.It addresses issues
relating to payment of compensation by a company in case of wrongful disclosure and misuse of
personal and sensitive information of the person concerned. The disclosure of information sans
consent of the person concerned and in breach of lawful contract has been made punishable for a
definite term.
The IT Act has an exception to the general rule of maintenance of privacy and data protection. This
exception is where the government is satisfied that it is necessary or expedient to do so in the interest
of the sovereignty, integrity and defence of India, security of the State, friendly relations with foreign
States or public order. The government in such instances is empowered to intercept, monitor or
decrypt any information or data including information of a personal nature. The exception under the IT
Act is broad in scope and the IT Act does not have independent mechanisms to ensure that the tests
outlined in the Section are effectively met. In most cases the review if the standard has to be met will
be an ex post facto review rather than an ex ante review. Given the scale of information that is on the
internet, this unfettered power to monitor communications can result in warrantless searches and
seizures. This raises massive privacy concerns given the Government’s broad power to intercept. A
mechanism like the United States Foreign Intelligence Surveillance Court, which has to authorise
requests to intercept may be more useful in ensuring that Government power does not go unchecked.
Such a court, however, will have to work far more independently and judiciously than the FISA courts
are currently known to work.
Further, the specific provisions relating to notice, choice and consent of the Data Subject for processing
personal information by Data Controllers (service providers) are dealt with under The Information
Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or Information)
Rules, 2011 (IT Privacy Rules). The IT Privacy Rules impose an obligation on companies to protect
personal information and sensitive data that is collected by them and take the Data Subject’s written
consent before sharing the same with third parties. These rules are a manifestation of India’s current
position on having a co-regulatory regime for data protection and not a comprehensive omnibus
privacy legislation.
The IT Privacy Rules has categorised information into “personal information” and “sensitive personal
data and information” (SPDI). Personal information is any information that is directly attributable to
the identity of an individual and is capable of identifying such individual. SPDI is information relating to
the password, financial information, physical, psychological and mental condition, sexual orientation,
medical records and biometric information of the Data Subject. However, post the coming into force of
the IT Privacy Rules, a clarification was issued by the Ministry of Electronics and Information
Technology, which appeared to restrict the application of the IT Privacy Rules to SPDI only. Regardless
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of this ambiguity, it is pertinent to note that most IoT devices collect and process SPDI, due to which
the IT Privacy Rules in its entirety is applicable to a large part of the IoT ecosystem.
The IT Privacy Rules requires Data Controllers (body corporates or companies) collecting such
information to have a privacy policy that gives notice and information relating to its practices and
policies on such data. The privacy policy must contain clear and accessible statements on the type of
information collected, purpose for which the information is collected and disclosure policies relating to
the information, etc.
The IT Privacy Rules provides that the Data Subject’s consent is required for collecting SPDI. Further,
the information may be collected only for a lawful purpose and such purpose must be made known to
the Data Subject. The information collected must be utilised only for the purpose for which it was
collected. The Data Subject must also be given a choice to not disclose the information and must be
enabled to withdraw consent for utilisation of the information given. Further, disclosure of information
or SPDI to any third party must be made only with the prior permission of the Data Subject, unless the
contract under which it has been made stipulates such terms. Personal information and SPDI may be
transferred to other entities subject to the consent of the Data Subject and the transferee ensuring the
same level of protection that the Data Controller maintains with respect to the information collected.
This is an important provision from a cross border data flow perspective which is fairly typical to an IoT
transaction, considering that the inter-operability of IoT devices and the processing of IoT generated
data extend across borders.
Data analytics can use meta-data to provide targeted delivery of goods and services but can also be
used to deprive people of access to public goods, e.g. Insurance Companies may use metadata to
statistically determine which income group is more willing to pay a higher premium rather than
implementing existing actuarial science to arrive at premium calculations. Further, metadata can be
used by Pharmaceutical companies to target ads at people with specific conditions based on their
search histories. As metadata is an indirect means of identifying an individual, metadata can also be
used to track down a data subject. The current IT Privacy Rules do not extend the definition of SPDI to
metadata that is collected by service providers and used to provide targeted consumer services.
However, the IT Privacy Rules has defined personal information to include information that can be
attributed to an individual directly, indirectly or in combination with other information. The wide ambit
of the definition can be said to include metadata that, together with other data, is capable of
identifying an individual and thereby subject to the requirements of the IT Privacy Rules. Since this is a
matter of interpretation, it may be best that the legislature makes this inclusion abundantly clear.

3.2.2. Regulations relating to data protection and privacy by telecom service providers and
Internet service providers
The regulatory requirements in relation to use of encryption, data protection and privacy that is to be
ensured by Data Controllers are set out in various legislations such as The Information Technology Act,
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2000, Indian Telegraph Act, 1885, the Unified Access Services Agreement (UAS License) and the
Internet Service Providers License Agreement (ISP License). Section 84A of the IT Act lays down the
modes or methods of encryption. It grants the authority to the government to prescribe modes or
methods of encryption for secure use of the electronic medium, and to promote e-governance and ecommerce. However, the government has not yet come up with any encryption rules under this
section.
Section 69B of IT Act, empowers the central government to monitor and collect internet traffic data or
information passing through any computer resource for reasons of cyber security both in terms of
prevention and redressal. In this regard, the Information Technology (Procedure and Safeguard for
Monitoring and Collecting Traffic Data or Information) Rules, 2009, prescribes for intermediaries to
adhere to the directions for monitoring and collecting Internet traffic data that may be issued by the
secretary of the Ministry of Communications and Information Technology. Upon receipt of such
directions, intermediaries such as website service providers, Internet service providers, OTT service
providers etc. will need to comply with the government’s requirement for monitoring and/or
intercepting Internet data traffic on their networks.
The UAS License Agreement is entered into between a telecom service provider and the Department of
Telecommunications (DoT) for the provision of specified wireless and telecom services in a particular
area. A service provider under the UAS License Agreement must comply with certain conditions of the
license relating to data protection and privacy. This also includes putting in place infrastructure to
enable the government to intercept and access calls and information when necessary8. Further, the
UAS License Agreement consists of clauses requiring service providers to disclose the call data records
to law enforcement agencies when required9.
The ISP License entered between the Department of Telecommunications (DoT) and an Internet Service
Provider (ISP) permits use of encryption technologies only up to 40 bits with asymmetric cryptographic
algorithm or its equivalent without any prior approval from DoT. However, if the ISP wishes to upgrade
its encryption level beyond 40 bits, it will have to get prior approval from the DoT and deposit the
decryption keys with DoT.
In 2016, Whatsapp, an instant messaging application, came up with 256 bit end to end encryption
technology for all its users across the globe. There had been a flurry of reports on how Whatsapp was
infringing the existing policies of encryption in India. Whatsapp claimed that it is a service owned by
Facebook Inc., and is not an individual or group or organisation as covered under license terms
between ISPs and DoT. Whatsapp claimed that it is purely an ‘Over The Top’ (OTT) service and the
existing regulations does not bind them. Instead the onus would fall on ISPs on which this OTT service is
riding, to obtain prior approval from DoT. Hence, the laws governing encryption for OTT are operating

8

Stakeholder Report Universal Periodic 27th Session: The Right to Privacy in India, October 2016, Centre for Internet and
Society and Privacy International
9 ibid
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in a grey area with no legal precedents or rules to allow or deny this high level of encryption standards.
Some clarity could emerge, once the encryption rules under the IT Act are issued.
End to end encryption also poses a new challenge for law enforcement as they will at all times need the
consent of a person under investigation to unlock the data. The advent of end to end encrypted e-mail
services like Tutanota and messaging services like Signal mean that the data is encrypted behind a
password. A court may have issues with compelling a person to reveal their password as this will
conflict with the person’s right against self-incrimination. Since the data is encrypted on the basis of
the passwords, no one person can unlock the data and only when there is a key pair can the data be
unlocked. These challenges need to be looked into by the law and there need to be mechanisms in
place that can compel a password or other electronic data residing in a personal device that has the
potential to be self- incriminatory, to be revealed should there be an order from a court asking that it
be revealed.

3.2.3. The Indian Telegraph Act, 1885
The Indian Telegraph Act, 1885 lays down provisions in relation to wire-tapping/ interception of
communication and how it invades individual’s privacy. The Act gives power to the government and
officers in charge to intercept private communication (including calls and messages) in the interest of
sovereignty and integrity of India, the security of the State, friendly relations with foreign States or
public order or for preventing incitement to the commission of an offense. However, these
interceptions have to be done only with specific orders from the government and in a regulated
manner as provided under the law. Any person or officer in charge who does it unlawfully will be
penalised.
In the case of People’s Union for Civil Liberties V. Union of India10, the petitioner had filed a case against
the State for intercepting phone calls. Recognising procedural lapses that had occurred, the court set
out procedural safeguards which would have to be followed, even as it did not strike down the
provision relating to interception in the Telegraph Act 1885. In arriving at its decision, the court
observed: “Telephone-tapping is a serious invasion of an individual's privacy. It is no doubt that every
government, howsoever democratic, exercises some degree of sub-rosa operation as a part of its
intelligence outfit, but at the same time a citizen's right to privacy has to be protected from being
abused by the authorities of the day.” The court held: “Telephone-tapping would, thus, violate Article
21 of the Constitution of India unless it is permitted under the procedure established by law.” The
Supreme Court placed restrictions on the class of bureaucrats who could authorise such surveillance
and also ordered the creation of a ‘review committee’ which would review all surveillance measures
authorised under the Act.

10

[(1997) 1 SCC 30]
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Under the definition of Telegraph under the Telegraph Act, 1885 a computer connected to the internet
would also function as a Telegraph. While the IT Act and Telegraph Act (through subsequent
amendment) have put in place a procedure for interception and surveillance, these appear to be
completely government driven and therefore not in consonance with the spirit of the PUCL judgement.
Accordingly, an independent judicial pre/review authority structured along the lines of the United
States Foreign Intelligence Surveillance Court (with more independence and high level scrutiny of the
executive government’s reasons for seeking court orders than FISA courts currently do), that reviews
interception requests and checks them for constitutionality, may be the order of the day.

3.2.4. TRAI Regulations
The Telecom Regulatory Authority of India (TRAI) has issued several guidelines to telecom service
providers in relation to maintaining user’s privacy and confidentiality. One of them introduced by the
authorities was the Telecom Unsolicited Commercial Communications Regulations, 2007. The purpose
behind creating such a mechanism was to allow subscribers to avoid receiving unsolicited marketing
communications and thereby prevent invasion of privacy. This regulation has defined “Unsolicited
Commercial Communication” as any message, through telecommunications service, which is
transmitted for the purpose of informing about, or soliciting or promoting any commercial transaction
in relation to goods, investments or services which a subscriber opts not to receive. As per the TRAI
order, all telecom service providers need to have an appropriate system in place in order to prevent
breach of confidentiality of information belonging to subscribers and ensure privacy of communication.

3.2.5. Guidelines on medical and health related data
The Medical Council of India (MCI) Code of Ethics Regulations sets the professional standards for
medical practice. These provisions regulate the nature and extent of doctor-patient confidentiality. It
also establishes norms in relation to consent to a particular medical procedure and sets the
institutionally acceptable limit for intrusive procedure or gathering excessively personal information
when it is not mandatorily required for the said procedure. The provision addressed under these
regulations pertains to the security of the information collected by medical practitioners and the
nature of doctor- patient confidentiality.
It is the duty of doctors to protect the confidentiality of patients during all stages of the procedure and
with regard to all aspects of patient information including any information relating to their personal
and domestic lives11. However, the regulations provide an exception for where the law requires the
revelation of certain information, or if there is a serious and identifiable risk to a specific person and/or
community of a notifiable disease.

11

Code of Ethics Regulations, 2002 Chapter 2, Section 2.2
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Further, in July 2017, the Law Commission of India published a report on Draft Use and Regulation of
DNA Based Technology Bill 2017 (DNA Bill), which provides regulations on the use of DNA based
technology. It provides for a framework for collection, storage and use of DNA data and restricts the
circumstances under which such DNA data is used. The DNA Bill further provides for consent required
in collecting DNA samples and restricts the collection of such samples only to specific purposes.

3.2.6. Aadhar Act
The Aadhar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services) Act, 2016
(Aadhar Act) provides for the procedure and rules involved in enrolment and assignment of Aadhar
number for citizens, by collecting the biometric information of individuals. The biometric information
under the Aadhar Act has been categorised as SPDI as defined in the IT Act. The Aadhar Act further
casts a duty on the enrolling agency collecting biometric and other personal information, to inform the
individual submitting such information about the manner in which the information will be collected
and stored and the nature of recipients with whom the information is intended to be shared. The
individual submitting the information must be notified of the right to access the information, the
procedure for such access and the details of the person in charge to whom the request for access is to
be made.
The authority under the Aadhar Act (UIDAI) is empowered to perform authentication of the Aadhar
number holder, on the request of a requesting entity. The requesting entity must obtain the consent of
an individual by stating the purpose of the authentication and ensure that the information is used only
for the authentication. The requesting entity must inform the individual whose information is
authenticated, the nature of the information collected, the uses of the information received during
authentication and alternatives to the submission of information.
The Aadhar Act also prescribes obligations on UIDAI for ensuring security and confidentiality of
information collected from individuals, through technological and organisational measures. Such
measures must ensure that the information is protected against unauthorised use, access or disclosure.
Unauthorised use is any such use that is not as per the Aadhar Act. The Aadhar Act also penalises the
publishing of identity information of individuals to the public.

4. Current general legal principles in relation to data protection and privacy
The following general principles of the right to data privacy are culled out from the above legislations
on privacy in India and can said to be the basis for existing laws on privacy in India.12

The Group of Experts on Privacy under the Chairmanship of Justice A.P Shah, in its report has recommended has
also enumerated a set of National Privacy Principles (explained in Section 5), which represents the foundation of any
regime to privacy.
12
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•

Notice: This principle ensures that Data Subjects are informed of how their personal information
will be used, including the intention and practices relating to the data collected and, allows the
Data Subjects to hold Data Controllers accountable. The Data Controller must give notice of its
information practices in clear and concise language to the Data Subject on the purpose of
collection, use and security practices in relation to the information. Further notices on data
breaches, legal access and changes in the privacy policy of the data collection must also be given.

•

Choice and Consent: The Data Controller needs to give a choice to the Data Subject to opt-in or
opt-out of giving personal information. Further, the Data Controller needs to take the Data
Subject’s consent before taking the information. The IT Privacy Rules recognises only written
consent given through fax or email. However, a subsequent clarification issued specified that
consent can be taken through any valid electronic means. In this regard, the IT Act also
recognises electronic signatures and electronic authentication methods which could be
extrapolated to mean click-wrap and shrink wrap consent (under secure, controlled conditions),
as an extension of written consent13.
The Data Subject must at any time also have an option to withdraw his/ her consent that is
already given. This empowers the Data Subject to approve and authorise collection and usage of
their information for defined purposes.

13

•

Limitation on collection and purpose: The Data Controller must limit the collection of personal
information for certain identified purposes and collect only such information that is required for
the identified purpose. This principle also brings forward the concept of data minimisation,
where organisations deal with minimum personal information of the individual, reducing the
probability of its misuse. It also ensures that the personal information is retained by the Data
Controller only as long as is necessary for fulfilling the purpose for which such information is
collected.

•

Disclosure of Information: A Data Controller should not disclose the information to third parties
without the consent of the Data Subject. This ensures that the Data Subject has authorised
transfer to third parties. Furthermore the principle makes any de-anonymisation of information
that was anonymised a violation of the principle.

•

Ensuring security of information: The Data Controller is required to implement security practices
and measures for protecting the stored personal information of the Data Subject. Such security
practices include managerial, technical, operational and physical security control measures. The
IT Privacy Rules has prescribed standards such as IS/ISO/IEC 27001 for meeting this requirement.

On the other hand, the Privacy Bill recognises consent given by the Data Subject through any medium.
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5. Proposed privacy legislation/policy
5.1. Report of the Group of Experts on Privacy under Justice A.P Shah
The Group of Experts on Privacy under Justice A. P Shah (A.P. Shah Committee) was constituted for
providing an in-depth analysis of the privacy regime in India, and identify recommendations which may
be considered while formulating the regulatory framework on privacy. The A.P Shah Committee
enumerated nine National Privacy Principles14 which is to be the basis of any privacy regulatory
framework in India. They are:
Ø Notice: A data controller shall give simple-to-understand notice of its information practices to all
individuals, in clear and concise language, before any personal information is collected from them.
Such notices should include:
a) During Collection: What personal information is being collected; Purposes for which
personal information is being collected; Uses of collected personal information; Whether
or not personal information may be disclosed to third persons; Security safeguards
established by the data controller in relation to the personal information; Processes
available to data subjects to access and correct their own personal information and;
Contact details of the privacy officers and SRO ombudsmen for filing complaints.
b) Other Notices: Data breaches must be notified to affected individuals and the
commissioner when applicable; Individuals must be notified of any legal access to their
personal information after the purposes of the access have been met; Individuals must
be notified of changes in the data controller’s privacy policy; Any other information
deemed necessary by the appropriate authority in the interest of the privacy of data
subjects.
Ø Choice and Consent: A data controller shall give individuals choices (opt-in/opt-out) with regard to
providing their personal information, and take individual consent only after providing notice of its
information practices. Only after consent has been taken will the data controller collect, process,
use, or disclose such information to third parties, except in the case of authorised agencies. The
data subject shall, at any time while availing the services or otherwise, also have an option to
withdraw his/her consent given earlier to the data controller. In such cases the data controller shall
have the option not to provide goods or services for which the said information was sought if such
information is necessary for providing the goods or services. In exceptional cases, where it is not
possible to provide the service with choice and consent, then choice and consent should not be
required.
Ø Collection Limitation: A data controller shall only collect personal information from data subjects
as is necessary for the purposes identified for such collection, regarding which notice has been

14

Report of the Group of Experts on Privacy under Justice A.P. Shah, Planning Commission, 2012- Pages 21-27
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provided and consent of the individual taken. Such collection shall be through lawful and fair
means.
Ø Purpose Limitation: Personal data collected and processed by data controllers should be adequate
and relevant to the purposes for which they are processed. A data controller shall collect, process,
disclose, make available, or otherwise use personal information only for the purposes as stated in
the notice after taking consent of individuals. If there is a change of purpose, this must be notified
to the individual. After personal information has been used in accordance with the identified
purpose it should be destroyed as per the identified procedures. Data retention mandates by the
government should be in compliance with the National Privacy Principles.
Ø Access and Correction: Individuals shall have access to personal information about them held by a
data controller; shall be able to seek correction, amendments, or deletion such information where
it is inaccurate; be able to confirm that a data controller holds or is processing information about
them; be able to obtain from the data controller a copy of the personal data. Access and correction
to personal information may not be given by the data controller if it is not, despite best efforts,
possible to do so without affecting the privacy rights of another person, unless that person has
explicitly consented to disclosure.
Ø Disclosure of Information: A data controller shall not disclose personal information to third
parties, except after providing notice and seeking informed consent from the individual for such
disclosure. Third parties are bound to adhere to relevant and applicable privacy principles.
Disclosure for law enforcement purposes must be in accordance with the laws in force. Data
controllers shall not publish or in any other way make public personal information, including
personal sensitive information.
Ø Security: A data controller shall secure personal information that they have either collected or
have in their custody, by reasonable security safeguards against loss, unauthorised access,
destruction, use, processing, storage, modification, de-anonymisation, unauthorised disclosure
[either accidental or incidental] or other reasonably foreseeable risks.
Ø Openness: A data controller shall take all necessary steps to implement practices, procedures,
policies and systems in a manner proportional to the scale, scope, and sensitivity to the data they
collect, in order to ensure compliance with the privacy principles, information regarding which
shall be made in an intelligible form, using clear and plain language, available to all individuals.
Ø Accountability: The data controller shall be accountable for complying with measures which give
effect to the privacy principles. Such measures should include mechanisms to implement privacy
policies; including tools, training, and education; external and internal audits, and requiring
organisations or overseeing bodies extend all necessary support to the Privacy Commissioner and
comply with the specific and general orders of the Privacy Commissioner.
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The A.P Shah Committee report further recommended five salient features15 any privacy regulatory
framework must have. They are:
• Technological Neutrality and Interoperability with International Standards: Any proposed
framework for privacy legislation must be technologically neutral and interoperable with
international standards. It should not make any reference to specific technologies and must be
generic enough such that the principles and enforcement mechanisms remain adaptable to
changes in society, the marketplace, technology, and the government. To do this, it is important to
closely harmonise the right to privacy with multiple international regimes, create trust and
facilitate co-operation between national and international stakeholders and provide equal and
adequate levels of protection to data processed inside India as well as outside it. In doing so, the
framework should recognise that data has economic value, and that global data flows generate
value for the individual as data creator, and for businesses that collect and process such data. Thus,
one of the focuses of the framework should be on inspiring the trust of global clients and their end
users, without compromising the interests of domestic customers in enhancing their privacy
protection.
• Multi-Dimensional Privacy: A framework on the right to privacy in India must include privacyrelated concerns around data protection on the internet and challenges emerging therefrom,
appropriate protection from unauthorised interception, audio and video surveillance, use of
personal identifiers, bodily privacy including DNA as well as physical privacy, which are crucial in
establishing a national ethos for privacy protection, though the specific forms such protection will
take must remain flexible to address new and emerging concerns.
• Horizontal Applicability: Any proposed privacy legislation must apply both to the government as
well as to the private sector. Given that the international trend is towards a set of unified norms
governing both the private and public sector, and both sectors process large amounts of data in
India, it is imperative to bring both within the purview of the proposed legislation.
• Conformity with Privacy Principles: The framework should confirm with the nine National Privacy
Principles (discussed above). These principles, drawn from best practices internationally, and
adapted suitably to an Indian context, are intended to provide the baseline level of privacy
protection to all individual data subjects. The fundamental philosophy underlining the principles is
the need to hold the data controller accountable for the collection, processing and use to which
the data is put thereby ensuring that the privacy of the data subject is guaranteed.
• Co-Regulatory Enforcement Regime: It provides for the establishment of the office of the Privacy
Commissioner, both at the central and regional levels. The Privacy Commissioners shall be the
primary authority for enforcement of the regulatory framework. However, rather than prescribe a
pure top-down approach to enforcement, this report recommends a system of co-regulation, with
equal emphasis on Self-Regulating Organisations (SROs) being vested with the responsibility of
autonomously ensuring compliance, subject to regular oversight by the Privacy Commissioners.
The SROs, apart from possessing industry-specific knowledge, will also be better placed to create
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awareness about the right to privacy and explaining the sensitivities of privacy protection both
within industry as well as to the public in respective sectors.
The first and the last feature discussed above is of particular relevance in the IOT ecosystem.
Interoperable privacy principles will enable uniformity across different types of stakeholders within the
IOT ecosystem, enhancing seamless interaction of devices. A co-regulatory enforcement regime with
SROs will ensure that concerns of stakeholders, with respect to complying with data protection
regulations are addressed effectively.

5.2. Privacy Protection Bill, 2013
A committee for framing a regulatory framework for data protection has been formed, under Justice B.N.
Srikrishna. The recent judgement on privacy has also referred to the committee and directed them to
frame data protection legislation, suitable to the demands of rapid technology growth. Previously, the
Privacy Protection Bill, 2013 (Privacy Bill) was framed with an intent to strengthen privacy and data
protection laws in India. Although, the Privacy Bill has not converted into law till date, and appears to
have been put into cold storage, it is worth noting the provisions of the Privacy Bill to have an insight on
the impact of a potential data protection legislation in India The concept of “Privacy” has not been
defined in the Privacy Bill per se, however it specifically focuses on the protection of personal and
sensitive personal data of a person. “Personal Data” has been defined as any data which relates to a
natural person if that person can, whether directly or indirectly in conjunction with any other data, be
identified from it and includes sensitive personal data. Sensitive personal data includes biometric data,
deoxyribonucleic acid data (data concerning the characteristics of a person that are inherited or acquired
during early prenatal development), sexual preferences and practices, medical history and health,
political affiliation, commission, or alleged commission, of any offense, ethnicity, race or caste, religion,
financial and credit information.
The Privacy Bill lays down specific provisions in relation to collection, storage, processing, transfer,
security, confidentiality and disclosure of personal and sensitive personal information of the person.
Consent of the Data Subject in regard to the collection and processing of data will have to be obtained
by the Data Controller. Important provisions relating to it are as follows:
a)

Consent of the Data Subject is not required under the following instances:
•
•
•
•

Emergency medical service to the Data Subject;
Establishment of the identity of the Data Subject and the collection is authorised by law in
this regard;
Preventing a reasonable threat national security, defence or public order; or
Preventing, investigating or prosecuting a cognisable offence.
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b)

The processing of personal data for a purpose other than for which it was collected is possible
only if:
•
•
•
•

c)

The Data Subject must be informed of the following prior to the disclosure of his/her personal
data:
•
•
•
•

d)

The Data Subject gives consent to the processing and only that personal data that is
necessary to achieve the other purpose is processed;
it is necessary to perform a contractual duty to the Data Subject;
it is necessary to prevent a reasonable threat to national security, defence or public order;
or
it is necessary to prevent, investigate or prosecute a cognisable offence.

when it will be disclosed;
the purpose behind the disclosure;
the security practices, privacy policy and other policies, if any, that will protect the Data
Subject; and
the procedure for recourse in case of any grievance in relation to it.

In relation to sensitive personal data, it lays down strict provisions such as:
•

•
•

no person is allowed to store any sensitive personal data for a period longer than is
necessary to achieve the purpose for which it was collected, or if that purpose has been
achieved or ceases to exist for any reason;
processing of such sensitive personal data for a purpose other than the purpose for which
it was collected is not allowed;
no person should disclose sensitive personal data to another person, or otherwise cause
any other person to come into the possession or control of, content or any other details
of in respect to sensitive personal information.

6. The IoT challenge to principles of privacy
IoT devices provide significant benefits to individual consumers across different aspects of their lives.
Data and especially personal data, underpins and delivers most of these benefits. Consequently, the
interaction of IoT devices with individuals would pose ongoing and real time challenges to the privacy
of an individual, as they impact lifestyles on a daily basis and permeate into the day to day privacy of
the individual. Such interaction with the daily privacy of individuals can lead to potential risks affecting
the daily life of people. Hence, it is pertinent to address the challenges created by IoT in the privacy of
an individual.

Standards Legal Privacy Security, Sep 2017

www.theiet.in/IoTPanel

50
The advent of IoT has challenged the principles of privacy as derived from the above laws, as they
cannot be effortlessly applied for data collection and processing within the IoT ecosystem. The
processing of data involves the coordinated intervention of various stakeholders within the
ecosystem.16 These stakeholders are device manufacturers, data platforms, data aggregators or
brokers, application developers, social platforms, etc. The intervention involves extensive processing of
data, resulting in sensors exchanging information in an unobtrusive and seamless manner.17
The feasibility of providing notice to the Data Subject within the IoT ecosystem comes into question, as
traditional forms of notice on information practices are difficult to implement in an environment where
many sensors / devices at multiple levels are measuring and tracking various data simultaneously. It is
difficult to give notice at all instances of collection and processing, as it will be burdensome on both the
consumers and the stakeholders. The same challenge exists for following traditional methods of
providing choice and written consent (as under the IT Privacy Rules). Further, most IoT devices do not
have a screen or interface where they can communicate notice and obtain consent from the Data
Subject, or the existing interface in the device is not sufficient for such communication18.
Concepts on limiting the collection of information and limiting the purpose for which the information
may be lawfully used, is also subject to scrutiny within the IoT environment. Data minimisation is one
such concept where companies should limit the data they collect and retain, and dispose of it once
they no longer need it19. Data minimisation may not be a feasible option for IoT as it is overtly rigid and
may hinder the potential for innovation, in terms of developing and creating more services within the
IoT ecosystem. However, it continues to remain an essential element for the protection of privacy
within the IoT ecosystem and cannot be ignored. The applicability of some of these legal principles and
laws based on them, are illustrated through case studies in section 6 below.

7. Case studies
7.1. Self-Driving / Driverless Cars
Driverless and autonomous cars have sensors and cameras fitted in them that gather and relay data for
the purposes of navigation towards a destination. The data gathered comprise mainly of geo-location
along with other more intimate details such as driving habits, biometric data etc. Additionally, constant
real time communication within the ecosystem of the car can also be accessed by Data Controllers.
Although, the general principles of privacy may be applied to a limited extent, the current law in India
fails to address certain issues unique to a self-driving car. For example, the requirement of notice and
8/2014 on Recent Developments on the Internet of Things, Working Party 29 on the protection of individuals with regard
to the processing of personal data, Sep 16, 2014
17 ibid.
18 Internet of Things- Security and privacy in a connected world, Staff Report, Forward Trade Commission, USA, January,
2015
19 ibid.
16
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consent before collecting information is difficult to implement, where information is being gathered at
the time of driving, in real time and such information is different from what the owner of the car has
initially consented to.
Further, hacking into the car’s telematics unit is not beyond the realm of possibility and this could pose
serious risks to the occupant of the car, as the hacker could control the car’s engine and braking
functions. In this regard, the data security requirements under the IT Privacy Rules, would, at the very
minimum, have to be met by the car manufacturer/ancillary service providers, to avoid liability under
the IT Privacy Rules.

7.2. Fitness Devices / Wearable technology
These are devices that are carried by individuals who want to regularly record information about their
lifestyles and habits. Examples of such devices are fitness trackers, sleep trackers, smart clothing, shoes,
etc. The information collected by such devices are mostly related to the individual’s physical activities or
particular physical state, like burned calories, body temperature, etc. however, a number of these
devices also measure other physiological and health related data such as blood-pressure, pulse rate,
etc. The analysis of data gathered from these devices can be used to infer further health related
information. It is pertinent to note that most information collected by these devices are in the nature of
SPDI. Accordingly, any SPDI collected that is not consented to by the Data Subject or disclosed as being
collected by the Data Controller, would need specific consent for such collection. Further, the IT Privacy
Rules mandates that data collected should only be used for the purpose for which it is collected. Any
use of such data beyond stated uses, will need consent once again from the Data Subject.

8.

Laws on privacy and IoT policy in other jurisdictions

8.1. Europe
The right to data privacy is heavily regulated and enforced in Europe. Article 8 of the European
Convention on Human Rights (ECHR) provides a right to respect for one's "private and family life, his
home and his correspondence", subject to certain restrictions. The European Court of Human Rights has
given this article a very broad interpretation in its jurisprudence. According to the Court's case law, the
collection of information by officials of the state about an individual without their consent always falls
within the scope of Article 8. Thus, gathering information for the official census, recording fingerprints
and photographs in a police register, collecting medical data or details of personal expenditures and
implementing a system of personal identification has been adjudged to raise data privacy issues.
Any state interference with a person's privacy is only acceptable for the Court if three conditions are
fulfilled20:
20

Handbook on European Data Protection Law, European Union Agency for Fundamental Rights/ Council of Europe,
2014, April 2014.
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•
•
•

The interference is in accordance with the law
The interference pursues a legitimate goal
The interference is necessary in a democratic society

The EC believes that the government is not the only entity, which may pose a threat to data privacy.
Other citizens, and private companies most importantly would engage in far more threatening
activities, especially since the automated processing of data became widespread. The Convention for
the Protection of Individuals with regard to Automatic Processing of Personal Data was concluded
within the Council of Europe in 1981. This convention obliges the signatories to enact legislation
concerning the automatic processing of personal data, which many duly did21.
As all the member states of the European Union are also signatories of the European Convention on
Human Rights and the Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data, the European Commission was concerned that diverging data protection legislation
would emerge and impede the free flow of data within the EU zone. Therefore, the European
Commission decided to propose harmonising data protection law within the EU. The resulting Data
Protection Directive (Directive) was adopted by the European Parliament and ministers from national
governments in 199522.
The Directive contains a number of key principles with which member states must comply. Anyone
processing personal data must comply with the eight enforceable principles of good practice. They
state that the data must be:
•
•
•
•
•
•
•
•

Fairly and lawfully processed.
Processed for limited purposes.
Adequate, relevant and not excessive.
Accurate.
Kept no longer than necessary.
Processed in accordance with the Data Subject's rights.
Secure.
Transferred only to countries with adequate protection.

As the frontrunners in privacy legislation, the EU has brought in the General Data Protection Regulation
(GDPR) that is set to replace the Directive in 2018. The GDPR has enhanced the framework in relation
to privacy and data protection by placing more onerous obligations on companies and overhauling the
regulatory and enforcement structure. One of the main purpose of the European Commission in
proposing this legislation is to bolster the rights of individuals. The strengthened rights of the users
include, a right to require information about data being processed about themselves, access to the
21
22

ibid
ibid
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data in certain circumstances, rectification of data which is wrong, a right to restrict certain processing
of data and a right to object to their personal data being processed for direct marketing purposes.
Individuals can also ask to receive their personal data in a structured and commonly used format so
that it can easily be transferred to another Data Controller. The GDPR expressly recognises Binding
Corporate Rules (BCRs) for Data Controllers and Data Processors as a means of legitimising intra-group
international data transfers. The BCRs must be legally binding and apply to and be enforced by every
member of the group of undertakings/enterprises engaged in a joint economic activity, including their
employees. BCRs must expressly confer enforceable rights on Data Subjects.
The GDPR has further included concepts pertinent to IoT such as privacy by design, as part of its
framework23. However, the traditional principles of privacy such as notice, consent and choice,
continue to exist with tighter compliances under the GDPR, thereby posing challenges within the IoT
ecosystem. It is the duty of data processor authorities to notify the user sans any delay, within 72 hours
of any sort of data breach to the user. The GDPR has established a tiered approach to penalties for
breach of any of its provisions enabling data protection authorities to impose fines for some
infringements, of up to the higher of 4% of annual worldwide turnover and EUR20 million.

8.2. United States of America
Unlike the EU, the US does not have a single overarching privacy law. The Supreme Court interpreted
the Constitution to grant a right of privacy to individuals in Griswold v. Connecticut24. Very few states,
however, recognise an individual's right to privacy, a notable exception being California. Data privacy is
not highly legislated or regulated in the U.S. Access to private data contained in, for example, thirdparty credit reports may be sought when seeking employment or medical care, or making automobile,
housing, or other purchases on credit terms. Under federal laws, certain industries are covered with
respect to data protection and processing while others are not. Therefore, laws on privacy and data
protection at the federal level is sector specific. These legislations are however based on the general
principles of privacy. Examples of U.S federal laws on privacy are the Health Insurance Portability and
Accountability Act of 1996 (HIPAA), the Fair and Accurate Credit Transactions Act of 2003 (FACTA), the
Fair Credit Reporting Act (FCRA), 1970 and the Privacy Act, 1974 applicable to federal databases and
federal agencies. There are many state laws on privacy in relation to online data processing and online
business handling. Many states have recently also started looking into legislations on the right to
privacy. Additionally, usage, collection, access, processing of data of European Data Subjects by U.S
Corporations is controlled through specific international agreements, the most famous example being
EU-US Safe Harbor Agreement, 2000 which was held as illegal by the European Court of Justice recently
after which the same is sought to be replaced by the Privacy Shield Agreement, 2016 which is a
Privacy by design is a concept where it is ensured that privacy is embedded into a new product or data processing
at the time of designing, rather than incorporating elements of privacy and data protection at a later stage. Privacy by
design is being suggested as an essential feature to be adopted for seamless transmission and processing of data
within the IOT ecosystem.
24 381 U.S. 479
23
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stronger agreement providing for stronger protection for Trans-Atlantic data flows. The challenge in
U.S with respect to IoT is similar to most other jurisdictions, as the legislations on privacy are based on
similar legal principles. The Federal Trade Commission has come out with a report on the applicability
of the above mentioned legislations in the IoT ecosystem, which underlines the importance that
privacy concerns in IoT transactions are garnering today.

8.3. United Kingdom
The United Kingdom does not have a written constitution that enshrines a fundamental right to privacy
for individuals. The UK has, however, incorporated the European Convention on Human Rights into its
national law, which provides for a limited right of respect towards an individual’s privacy and family
life. The primary legislation in the UK that regulates the holding of an individual’s personal data by
companies, and consequently has an impact on information concerning the private lives of individuals,
is the Data Protection Act, 1998 (DPA).
The DPA contains eight principles that regulate how personal data should be handled, which are based
on the premise of compliance with general legal principles on privacy. These principles apply to both
online and offline data and require that:
•
•
•
•
•
•
•

Personal data must be processed fairly and lawfully
Personal data must be obtained only for one or more specified and lawful purposes, and must
not be further processed in any manner incompatible with that purpose or those purposes
Personal data should be adequate, relevant and not excessive in relation to the purpose or
purposes for which they are processed
Personal data must be accurate and, where necessary, kept up to date
Personal data processed for any purpose or purposes shall not be kept for longer than is
necessary for that purpose or those purposes
Personal data must be processed in accordance with the rights of Data Subjects under the DPA
Appropriate technical and organisational measures shall be taken against unauthorised or
unlawful processing of personal data and against accidental loss or destruction of, or damage to,
personal data

The rights of Data Subjects under the DPA include the right to be notified of any data being processed
by the data controller, being given a choice to not provide any personal information about themselves,
etc. The Office of Communications (Ofcom), the communications regulator in UK has identified
challenges in the applicability of privacy laws within IoT ecosystem which are analogous to those
identified in this paper. It specifically calls for conjunction and cooperation of privacy and telecom laws
for the regulation of IoT.
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9. Recommendations
9.1. Legislative Measures
The traditional principles of privacy as discussed above, cannot be completely eliminated, as they are
essential to uphold the privacy of an individual. Therefore, it is essential to incorporate the principles in
a workable manner within the IoT ecosystem. In this regard, we recommend the following legislative
measures:

9.1.1. Consent, Notice and Collection of data
a) Forms of consent
Consent as contemplated under the current IT Privacy Rules, read with the IT Act, appears to be limited
to electronic authentication methods and it is best that it is clarified and expanded to include other
modes of consent such as voice recognition, biometric consent, etc. Further, express consent as
required under the IT Privacy Rules is difficult to implement in an IoT transaction. The Privacy Bill
specifies that consent maybe taken in any form from the Data Subject, provided it is not obtained
through threat, duress or coercion. This provision needs to be adopted into the existing privacy
regime, especially under the IT Privacy Rules, to enable IoT stakeholders to incorporate and capture
implied consent in the transaction. For instance, continued use by the Data Subject of an IoT
device/service could be construed as implied consent for processing data related to further
functionalities of such device. Further, provisions for implied consent also need to be factored in, since
express consent may not always be feasible in the IOT ecosystem.
b) Alternative to notice and consent
Given the inherent difficulties in providing notice and procuring consent in every M2M Interaction that
underpins IoT transactions, an alternative to the requirement of notice and consent, could be defining
the uses to which personal information will be put. Such usage definition should be precise, clear and
unambiguous in the privacy policy of the Data Controller and as long as the information of the Data
Subject collected is confined to such usage, consent could be waived. However, this suggestion will
only work where there is a regulatory agency monitoring effective compliance with such usage through
periodic audits of the Data Controller and/or compliance reports from the Data Controller. The existing
IT Privacy Rules do not provide for such an agency.25

25

The A.P Shah Committee Report provides for setting up an institution of privacy commissioners both at the central and at
the state level for monitoring compliance with data protection regulations.
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c) Anonymisation of Data
Identifying certain data that could be maintained in a de-identified form could be a viable option to
help minimise potential data breaches. In this regard, it can be legislatively mandated for certain
identified categories of data to be collected, maintained and processed in a de-identified form, for
instance, health data in fitness or health trackers or other data in IoT devices that is not dependent on
the identity of the individual to process the data and deliver its functionality. However, such mandate
must additionally ensure that the data cannot be re-identified.

9.1.2. Data Minimisation
Although data minimisation may potentially hinder the growth of services in the IoT ecosystem, it
continues to remain an integral part of privacy protection law. However, the current provisions under
the IT Privacy Rules, require that the Data Controller should not hold SPDI for longer than is required
for the purposes for which the information may lawfully be used. These provisions may be modified to
include supplementary or ancillary uses of such information beyond the contracted purposes, with
sufficient checks and balances on what constitutes supplementary or ancillary use.

9.1.3. Legislation on Data Protection
Since, any legislative measures in IoT would not be possible without a change in privacy or data
protection law in India, it appears that the need of the hour is an omnibus data protection legislation. In
this regard, it is pertinent to note that Supreme Court in Puttaswamy has called upon the Union
government to take concrete measures to bring about such law and has noted the appointment of the
Justice B.N Srikrishna Committee. As a guiding framework, the nine privacy principles recommended in
the Justice A.P. Shah Report could be considered. Additionally and subsequent to the enactment of
comprehensive data protection legislation for India, it may be worthwhile considering adopting a similar
data sharing structure such as the Privacy Shield arrangement between the EU and the USA, given that
trans-border data flows in an IoT transaction are very likely.

9.2. Industry recommendations
9.2.1. De-Identification of data
Data Controllers should consider what data can be collected and maintained in a de-identified form,
and adopt a protocol at device level and user interaction level, to de-identify such data. If data can be
processed in a de-identified form effectively, the Data Controller must also ensure that there is no
scope for re-identification of such data.
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9.2.2. Adopting privacy by design
Privacy by design or data protection by design is a notion where privacy measures are incorporated
into the design architecture of the device/software. This will reduce some of the compliance
requirements or the time for compliance such as data minimisation (from the standpoint of the device
only collecting data it is programmed to collect, in sync with the stated device functionality), prevent
security breaches by having necessary infrastructure in place and pre-emptively analyse and redress
challenges in meeting privacy requirements under the law. Further, privacy by design can also ensure
de-identification of data (as discussed above), in the IoT device/software. The anonymisation of data
and prevention of its re-identification may be incorporated into the design architecture of the
device/software. Privacy by design can ensure that protocols and mechanisms are in place for effective
anonymisation of data.
Exhibit 2 sets out a questionnaire that could serve as a frame of reference for incorporating privacy
elements into the design architecture of IoT devices/systems as well as help in planning compliance
with privacy requirements.

9.2.3. Command Centres
Given the notice and consent requirements under the IT Privacy Rules, some form of interface becomes
essential to capture consent and provide policy information on the Data Subject’s personal
information. While high end IoT device manufactures would most likely have application/portal
interfaces to meet this requirement, a number of low end device manufacturers may not. The
requirement could be possibly met through a common portal/network partner that enables the Data
Subject to control the collection and processing of his/her data across various devices and transactions.
This would reduce the onus on low end IoT device manufacturers to integrate interfaces into their
devices so as to procure consent from the Data Subjects and keep them updated on how their personal
information is being used. The portal can serve as a central control room, where the Data Subject and
the stakeholders will be able to oversee and manage all the data flow in one place.

9.2.4. Allocation of responsibility & liability
The nature of the privacy regulations would cast primary responsibility and liability for non-compliance
on the IoT service providers/device manufacturers who have a direct contractual relationship with the
Data Subject. However, most IoT devices/services potentially involve a host of stakeholders in the
transaction chain who will have access to the Data Subject’s personal information at different points of
time, without a direct contract with the Data Subject. Therefore, it is important that contracts between
the primary service provider/manufacturer and ancillary service providers/component manufacturers,
contain data protection and data security terms that at the minimum align with the IT Privacy Rules
and possible industry standards.
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9.2.5. Privacy Standards Body
To enable effective compliance with privacy norms in India and to standardise such compliance, an
industry body could be agreed upon and set up by different IoT industry stakeholders. This body could be
tasked with conducting data privacy and data security impact assessments related to IoT devices and
services and providing privacy certifications, based on pre-defined standards (that at the very least meet
the requirements under the IT Privacy Rules).
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Exhibit 1
TYPICAL FLOW CHART OF A PERSONAL INFORMATION TRANSACTION

•

DS: Data Subject

•

DC: Data Controller

•

PI: Personal Information

•

SPDI: Sensitive Personal Data & Information
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Exhibit 2
Questionnaire
1. What information is being collected from the user?
2. Is the information collected personal information or sensitive personal information as per the IT
Privacy Rules?
[Note: Personal information is any information that relates to a natural person and attributes to
the identity of such person. Sensitive personal information is any information relating to the
password, financial information, physical, physiological and other health related data, sexual
orientation, medical records and biometric information]
3. What is the purpose for which the information is collected?
4. Can the purpose be determined beforehand?
5. Is it possible to limit the collection of information to the specified purpose under Q3?
Conversely, is the information collected going to be used for purposes other than the specified
purpose under Q3?
6. Is there a way/mode in which the consent of the user is obtained for all types of information and
for all points of time?
[Note: Consent can be procured through writing, fax or email.]
7. Can such consent be demonstrated on scrutiny?
8. Is there a provision for allowing users to modify or opt-out of the consent they have provided?
9. Can it be determined when the use of the collected information is no longer necessary?
10. What is the system for removing information that is no longer necessary?
11. Is the information being transferred or disclosed to any third parties?
12. Is such transfer or disclosure in Q11 made with the consent of the user providing the
information?
13. Is there a process in place to address any grievance that the user may have in relation to the use
of information?

Standards Legal Privacy Security, Sep 2017

www.theiet.in/IoTPanel

61

14. Is there a designated Grievance Officer to address grievances mentioned in Q 13?
15. Are there any security practices in place to protect the data shared by the users? If so are they
in compliance with the IS/ISO/IEC 27001 on “Information Technology- Security TechniquesInformation Security Management System- Requirements”?

PART-II
OTHER LEGAL ISSUES IN THE IoT ECOSYSTEM
1.

Introduction
Part II of this Paper addresses the following three legal concerns other than privacy that is present in the
IoT ecosystem:

2.
2.1.

•

Any IoT transaction is based on exchange of trillions of data between the various stakeholders in the
transaction. Given this, it is important to consider who owns the data within the transaction. In this
regard, the concept of data as property has been examined. Further copyright in databases and
multiple ownership of databases among the stakeholders in the IoT ecosystem have been analysed.

•

IoT transactions are heavily dependent on machines talking to each other (M2M interaction)
without any human intervention or control. The existing law on contracts and electronic contracts
have been reviewed to see if it contemplates automated communications/contracts between
machines without the control of the user and the implications of the same.

•

A product within the IoT ecosystem is essentially comprised of various components including
hardware, software and service elements, combining to form an IoT product. Each of these
components come with their own warranties and disclaimers. The affixing of legal liabilities in the
IoT transaction chain and the interplay of these warranties and disclaimers are examined under the
existing product liability regime in India.

Legal Issues relating to data
Ownership of Data in the IoT Ecosystem
With the proliferation of connected devices in the IoT ecosystem, questions relating to data ownership
have come up. Is it the device manufacturer, system operator, device operator or the maintenance
operator who owns and is responsible for the data collected? The IoT ecosystem is driven by personal
data of individuals and who owns this data is one of the biggest concerns. Customers or device
manufacturers or transactions that generate data will claim ownership of data; participants who are
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transforming the data in the processing chain will also try to establish a similar type of ownership, as they
claim to be ‘manufacturers’ of this newly interpreted data26.
Where IoT transaction data comprises of personal information, it will not be possible for the different
stakeholders in the IoT transaction chain to claim ownership over such personal information, as it
pertains to the Data Subject. However, it may be possible to claim ownership in the expressed
compilation of such data, essentially the database. Even where the data is anonymised or does not
pertain to the data subject (such as metadata, network data, etc.), it may be difficult to claim ownership
if such data is in the nature of facts. As stated earlier, the ownership will lie in the compilation of such
facts.
Database ownership at every stage is a debatable point with several actors involved in the IoT chain
longing to stake a claim in the ownership. Generally, databases or compilation of data are protected
under copyright law (discussed in detail in Section 2.2 below). Therefore, if a particular stakeholder can
demonstrate that they are the ones that compiled the data in the IoT transaction chain, they could
potentially claim ownership. This could lead to an anomalous situation, where the primary provider of
the IoT device service may lose claim over the compilation as a result of an intervening third party
provider, carrying out the actual data compilation. If it can be shown however that such third party
provider acted as the agent of the primary provider in doing so, the latter could claim ownership. All of
this renders the contracts inter se the different stakeholders within the IoT transaction chain, the most
essential medium for database ownership identification and distribution. To capture maximum value and
avoid disputed use of databases by different stakeholders, it is important that this complex issue is
addressed early in the contract phase of an IoT execution. However, the processing, storing, transmitting
of any personal information within such databases will still need to satisfy the requirement of IT Privacy
Rules.
2.2.

Copyright in Data and Databases
Database is a collection of independent components, such as pieces of information, data or works,
arranged in a systematic or methodical way and which are individually accessible by electronic or other
means27. With the advent of technology and penetration of electronic information in the IoT ecosystem,
valid and verifiable personal data has become crucial for most of the activities ranging from daily tasks
like shopping for goods and services, paying utility bills, etc., to complex transactions such as healthcare
and banking. It has become the biggest corporate asset for the data driven industry. With the phasing out
of conventional means of data compilation in physical paper form like telephone directories and yellow
pages and the switching of such compilation to an electronic form, it has become easier for a person to
copy the data and the compilation of another and distribute the same for personal/commercial gain.

26

Building an Effective IoT Ecosystem for Your Business by Sudhi R. Sinha,
Charles Brill, Legal Protection of Collection of Facts, 1 COMPUTER LAW REVIEW & TECHNOLOGY JOURNAL 2
(Spring 1998).
27
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In India, there is no separate legislation for the protection of general database rights as is the case in the
European Union (EU Database Directive 1996). The limited protection available to database rights in India
are as follows:
• Section 43 of the Information Technology Act, 2000 states that if any person downloads, copies or
extracts any data, computer database or any information from such computer, computer system or
computer network including information or data held or stored in any removable storage medium
shall be liable to pay damages by way of compensation to the person so affected.
• The amendment of the Indian Copyright Act, 1957, includes the concept of ‘computer database’ in the
definition of ‘literary work’. Therefore, copying a computer database, or copying and modifying a
database will be construed as infringement of copyright for which civil and criminal remedies can be
applied. However, to obtain copyright protection for a data compilation, it must exhibit skill and
judgement in selection or arrangement of contents of the compilation. With the absence of specific
legislation on database, companies tend to rely on the interpretation of the Copyright Act by the
courts, especially those relating to how database is a literary work and thus protected under the
Copyright Act. The earlier approach of the courts was based on the requirement that to claim
copyright protection in compiled databases, the author has to put in considerable amount of effort,
money and time to compile the data. However, lately there has been a discernible shift in this
approach, and courts now require skill and judgement along with labor and capital, to secure
copyright protection in a database. Mere changes like spelling, corrections of typographical errors,
addition or elimination of quotations, will not constitute exercise of skill and judgement to warrant a
copyright in a database compilation.
With digitisation of data in the IoT space, and recognition of computer databases as copyright it is
entirely possible that databases created through software processing and compilation of IoT
transaction data, would have copyright protection. However, given the above judicial view on
database protection, mere compilations of data that arise from or through IoT sensors without the
application of skill and judgement (through a software programme or otherwise), may not get
copyright protection. Even assuming IoT transaction engineered databases get copyright protection, it
is important that the different stakeholders in an IoT transaction chain, contractually decide inter se
themselves, the nature and extent of ownership over such database. Otherwise, ordinarily the creator
of the database (even if not the primary provider of IoT device service) will own the copyright in such
database.
3.

Validity of M2M contracts
The three essential principles for a valid contract under the Indian Contract Act are offer, acceptance and
consideration. Another essential element of a valid contract is consensus ad idem or meeting of minds.
Further, the IT Act recognises electronic contracts through the recognition of electronic records and
authentication methods. Under the IT Act, an electronic record is attributed to the originator of such
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record28, if it is sent (i) by the originator; (ii) by a person who has the authority to act on behalf of the
originator or; (iii) by a system programmed by or on behalf of the originator to operate automatically.
In an IoT ecosystem, devices themselves perform certain functions without any human intervention.
These functions include automated transactions that are potentially contractual in nature, effectively
allowing these devices to conclude contracts on behalf of people. An example of such transactions is the
Amazon’s Dash Replenishment Service (DRS) that allows household devices to automatically order goods
without any human intervention on their behalf, through measuring the usage of the goods.29
The IT Act provides for attribution of an electronic record to a person if a system has been programmed
to operate automatically on behalf of that person. Therefore, it appears that the IT Act contemplates
acceptance of electronic contracts by a device/system on behalf of a person, so long as it has been
programmed to do so by/ on behalf of such person. Continuing with the above example, if the user has
consented to and authorised the ordering of goods through the DRS, it can potentially be a valid contract
under the IT Act and the Indian Contract Act.
However, mostly such consent is given through the acceptance of the terms and conditions of the IoT
product at the time of purchase. Although, this is a valid form of acceptance of a contract, it can be
argued that the terms and conditions do not contemplate acceptance of the user at every instance the
device contracts on behalf of the user and additional consent for the same is required to be captured.
Further, some terms and conditions of these IoT devices contain provisions on unilateral amendments to
these terms, which the user consents to at the time of consenting to the terms and conditions of the IoT
product.30 At a later point in time, the unilateral amendment made by the service provider may not be
properly reviewed by the user due to a lack of a traditional interface in the IoT device. In such
circumstances, it may potentially lead to lack of consensus or consent between the user and the IoT
service provider on the additional amended terms.
Therefore, given the above challenges, IoT device manufacturers/providers should clearly call out in the
terms and conditions of sale, what transactions will be enabled through the IOT device/service,
seamlessly and automatically, even without the user’s specific consent.
4.

Product Liability in the IoT ecosystem
Product liability laws are closely linked to product safety laws, regulations, compliances and standards
(Product Safety Laws) that are specific to various sectors. Any damage resulting from a breach of Product
Safety Laws will result in an action under the product liability regime.

28
29

Section 11, IT Act 2000

Contracting in the Age of the Internet of Things: Article 2 of the UCC and Beyond, Stacy Ann-Elvy, 44 Hofstra Law
Review, 2016.
30
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Product Safety Laws impose standards and controls on products post which it can be placed in the
market. Any breach of the provisions of product safety laws could potentially lead to imposition of
penalty, etc. Examples of Product Safety Laws are Prevention of Food Adulteration Act, 1954, Drugs and
Cosmetics Act, 1940, etc. With respect to IoT, many Product Safety Laws that are general and sectorial
may be applicable, depending on the IoT ecosystem. Product Safety Laws for medical devices are
pertinent in the context of IoT, given the number of IoT medical devices in the market. The Medical
Devices Rules, 2017 provides for standards and guidelines for manufacturers of medical devices. Any
damage resulting from a breach of these rules will be a cause of action under product liability laws.
Therefore, when a product is placed in the market, post certification or approval under the relevant
Product Safety Laws, and where any defect or deficiency is subsequently identified, the recourse for the
same will be available under product liability laws. The relevant product liability laws are examined in this
section with reference to IoT.
4.1. Consumer Protection Act, 1986
The Consumer Protection Act (CPA) is the primary legislation that provides for a mechanism to enable
consumers to have a recourse against defect in goods, deficiency in services and restrictive trade
practices by traders, through a system of authorities established under the CPA. The recourse available
under the CPA is against traders and service providers. Traders have been defined to include
manufacturers and any person who sells or distributes goods for sale. This includes sellers, distributors,
wholesalers and retailers. Under the CPA, Courts have generally taken action against persons who have
had a direct relationship with the defect or deficiency caused.
The IoT ecosystem consists of various stakeholders that include manufacturers, software developers, and
service providers who in a combined capacity, form an IoT product. The primary IoT product comes with
a set of services provided by various service providers. Further, it also contains components (such as
sensors) attached, that are manufactured by different parties. Therefore, the IoT product that a
consumer finally purchases from the seller, consist of various components that are provided by multiple
parties/ stakeholders. The recourse available for the consumer under the CPA is not only against the
primary seller, but also against persons who are directly responsible for the alleged defect or deficiency.
However, given the number of stakeholders within the IoT ecosystem and the interoperability between
them, it is difficult to distinguish, identify and attribute direct causal connection of a defect or deficiency
to a specific party/parties. In this scenario, the contractual framework inter se the various stakeholders
becomes pertinent to determine the liability in terms of a particular defect or deficiency.
Further, the CPA distinguishes between goods and services and providing recourse against defect of the
former and deficiency in the latter. Such a distinction in an IoT product will not be feasible considering
the interoperability of various service elements with the device components to give an integrated IoT
product. Therefore, there is scope for considering amendment to the CPA to have a hybrid definition of
product defect/service deficiency.
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4.2. Product liability in Tort
A tort is essentially a civil wrong committed by a person that results in injury or harm to another person.
Tort also comprises of product liability where manufacturers, distributors, retailers and others who make
products available (Sellers), are held responsible for any defect arising in such products. Product liability
under tort is based on negligence and strict liability. The injury or harm caused due to the defective
product arises out of negligence or lack of duty of care by the Sellers. The liability under tort is attributed
to the Seller who is directly responsible for the defect in the product. Further unlike fault based liability
under the CPA, strict liability under tort makes the Seller liable for any defective product even though
there was no duty of care required or in the absence of negligence. The concept of strict liability is
applied where the Sellers can foresee certain hazards that may arise if the product is defective, and are
hence required to provide safeguard against them at the time of manufacture. Therefore, it is important
for IoT device manufacturers to ensure from the manufacturing stage, that the device is devoid of any
defects that could potentially cause risks for the consumers.
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Annexure: 3

White paper
On
Securing Internet of Things
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1.

Internet of Things
Put simply, the Internet of things (IoT) is devices with connectivity that are not PCs or smartphones.
It is the network of vehicles, buildings, roadways, farm equipment, medical devices and other items
embedded with the electronics, software, sensors, actuators, and network connectivity that enable
these items to collect and exchange data, and be tracked, coordinated, or controlled across a data
network or the Internet.
To make the Internet of Things more understandable, "media coverage has often focused on consumer
applications, such as wearable health and fitness devices, as well as the automation products that
create smart homes."
Although their research shows "considerable value in those areas," they see that "business-to-business
applications will account for nearly 70 percent of the value that they estimate will flow from IoT in the
next ten years." They "believe it could create as much as $11.1 trillion a year globally in economic value
in nine different types of physical settings, with nearly $5 trillion generated almost exclusively in B2B
settings: factories in the extended sense, such as those in manufacturing, agriculture, and even
healthcare environments; work sites across mining, oil and gas, and construction; and, finally, offices."

2.

Why to Secure IoT
The Internet of Things (IoT) already helps billions of people. Thousands of smart, connected devices
deliver new experiences to people throughout the world, lowering costs, sometimes by billions of
dollars. Examples include connected cars, robotic manufacturing, smarter medical equipment, smart
grid, and countless industrial control systems. Unfortunately, this growth in connected devices brings
increased security risks. Threats quickly evolve to target this rich and vulnerable landscape. Serious
risks include physical harm to people, prolonged downtime, and damage to equipment such as
pipelines, blast furnaces, and power generation facilities. As several such facilities and IoT systems have
already been attacked and materially damaged, security must now be an essential consideration for
anyone making or operating IoT devices or systems, particularly for the industrial Internet.
Forrester states that IoT presents huge opportunities for today’s digital businesses to use connected
objects, sensors, and devices for engaging with customers in new ways and streamlining business
operations. But security concerns accompany these opportunities.
Cybercriminals can use IoT devices to launch unprecedented attacks. Most IoT devices are connected
to a network, which may be segregated but may also communicate with the firm’s corporate network
or the Internet.
Many IoT devices have operating systems that cybercriminals can easily hack. With the race to design
and quickly bring IoT devices to market, many IoT device manufacturers are not thoroughly scrutinising
the security of the operating system or firmware of IoT devices.
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IoT devices don’t have input/output mechanisms to support complex passwords. IoT devices such as
smart light bulbs, electric meters, thermostats, and sensors don’t have keyboards from which one can
enter a password.

The gateways that connect IoT devices to company and manufacturer networks must be secured as
well as the devices themselves. IoT devices are always connected and always on. In contrast to humancontrolled devices, they go through a one-time authentication process, which can make them perfect
sources of infiltration into company networks. Therefore, more security needs to be implemented on
these gateways to improve the overall security of the system.
Huge repositories where IoT data is being stored, which can become attractive targets for corporate
hackers and industrial spies who rely on big data to make profits. In the wake of massive data breaches
and data theft cases we’ve seen in recent years, more effort needs to be made to secure IoT-related
data to ensure the privacy of consumers and the functionality of businesses and corporations.
Installation of security updates on IoT devices: Each consumer will likely soon own scores — if not
hundreds — of connected devices. Manually installing updates on so many devices is definitely out of
the question, but having them automatically pushed by manufacturers can also be risky. Proper
safeguards must be put in place to prevent updating interfaces from becoming security holes
themselves.
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3.

IoT Security framework
Most IoT devices are “closed.” Customers can’t add security software after devices ship from the
factory. Often, such tampering voids the warranty. For such reasons, security has to be built into IoT
devices so that they are “secure by design.” In other words, for IoT, security must evolve from security
just “bolted onto” existing systems such as servers and personal computer (PC) laptops and desktops.
Security must evolve to security that is “built in” to the system before the system leaves the factory.
For most of the security industry, such “intrinsic” security, built-in at the factory is a new way to deliver
security, including classic security technologies like encryption, authentication, integrity verification,
intrusion prevention, and secure update capabilities.
Given the close coupling of hardware and software in the IoT model, it’s sometimes easier for IoT
security software to leverage advanced security hardware features often overlooked by traditional
security vendors who must simply build “extrinsic” security layers to run on “least common
denominator” hardware. Fortunately, many chipmakers already build security features into hardware.
Unfortunately, the hardware layer is just the first layer required in comprehensive security, required
for hardware-backed security in protecting the communications and protecting the device.
Comprehensive security requires clean integration of the key management, host-based security, OTA
infrastructure, and security analytics mentioned above. Failing to address any one of the cornerstones
of security leaves your fate to the whims of aggressors.

In short, as the Industrial Internet and IoT bring networked intelligence to the physical things around
us, we must approach its security carefully. Our lives depend on the planes, trains, and cars that move
us every day. Our lives depend on healthcare infrastructure and the civil infrastructure that makes it
possible for us to live and work so closely together in cities. It is not difficult to imagine how
unauthorised manipulation of traffic lights, medical equipment, or countless other examples can cause
fatalities. It is also becoming clear how citizens and consumers do not want strangers hacking into their
homes or cars, and the kinds of damage that can be done through lost productivity in disruption of
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automated manufacturing. In this context, we’ve attempted to offer the guidance of this paper to
define end-to-end security for IoT while making it both effective and easy to deploy.
How can anyone secure the IoT? IoT systems are often highly complex, requiring end-to-end security
solutions that span cloud and connectivity layers, and supports resource-constrained IoT devices that
often aren’t powerful enough to support traditional security solutions. There is no single silver bullet.
Locking doors but leaving a window open isn’t enough. Security must be comprehensive or attackers
simply exploit the weakest link. Of course, traditional Information Technology (IT) systems often drive
and handle data from IoT systems, but IoT systems themselves have unique additional security needs.
Fortunately, IoT security can be covered with four cornerstones:
1)
2)
3)
4)

Protecting Communications
Protecting Devices,
Managing Devices, and
Understanding Your System

These cornerstones can be combined to form powerful and easy-to-deploy foundations of security
architectures to mitigate the vast majority of security threats to the Internet of Things, including
advanced and sophisticated threats. This paper describes these cornerstones, their necessity, and
strategies for easy and effective implementation. No single, concise document can cover all of the
important details unique to each vertical. Instead, this paper attempts to provide advice applicable to
all verticals, including automotive, energy, manufacturing, healthcare, financial services, government,
retail, logistics, aviation, consumer, and beyond, with examples spanning the majority of these
verticals.

4.

IoT Security
The four cornerstones is briefly describes as:

1)

Protecting Communications:

Protecting communication requires encryption and authentication for devices to know whether or not
they can trust a remote system. Fortunately, newer technologies like elliptic curve cryptography work
ten times better than predecessors in resource constrained chips like 8 bit, 8 MHz chips of IoT. This
leaves the core challenge of managing all of the “keys” for authentication.
Security rests on fundamentals. Encryption, authentication, and “key management” are invariably the
foundation of meaningfully resilient security. Fortunately, some great open source libraries perform
encryption really well, even in resource constrained IoT devices. Unfortunately, most companies still
take dangerous risks attempting to do the key management for IoT entirely on their own. In contrast,
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roughly $4 billion per day of e-commerce transactions are protected by a simple but strong trust model
serving billions of users, and serving over a million companies worldwide. This “trust model” helps their
systems safely authenticate systems of other companies and safely start encrypted communications
with those systems. This “trust model” is the cornerstone of secure interoperability in computing
today, and it is a “trust model” grounded on a very short list of extremely strong certificate authorities
(CAs). These very same CAs already embed certificates in billions of devices every year. These device
certificates enable the authentication of mobile phones in safely connecting to the nearest base
stations, authentication of smart meters for the electrical power industry, and authentication of set top
boxes in the cable television industry, among countless other examples. Strong CAs make it easy to
safely and securely generate, issue, enroll, manage, and revoke the certificates, keys, and credentials
that are crucial to strong authentication. Given the volumes of security certificates involved in IoT,
most device certificates are sold in high volume for dimes each, not whole dollars each.
Why does authentication matter? It is dangerous to accept data from either unverified devices or
unverified services. Such data can corrupt or compromise your devices, and give control of those
devices to some malicious party who wishes to harm you or harm others through you. Using strong
authentication to restrict such connections helps protect your devices from such threats, while helping
you keep control of your devices and services. Regardless of whether a device is connecting to another
device as a peer, or connecting to a remote service, such as a cloud based service, the communications
must be protected. All such interactions need robust mutual authentication and trust. In that context,
skimping on device certificates seems foolish.
Fortunately, many standards have been developed to make deploying strong mutual authentication
relatively easy. Standards exist for certificate formats, and strong CAs supports both standard and
custom certificate formats. In most cases, certificates can easily be managed over the air (OTA) through
standard protocols such as Simple Certificate Enrollment Protocol (SCEP), Enrollment over Secure
Transport (EST), and Online Certificate Status Protocol (OCSP). With a strong CA helping to handle
certificates, keys, and credentials, the actual authentication can easily be done by strong standards like
Transport Layer Security (TLS) and Datagram TLS (DTLS)—akin to SSL. Mutual authentication, where
both endpoints authenticate each other, is crucial to the end-to-end security of IoT systems. As an
added bonus, once TLS or DTLS authentication is completed, the two endpoints can exchange or derive
encryption keys to start communication that cannot be decrypted by eavesdroppers. Many IoT
applications will require absolute privacy of data, and this requirement is easily met through use of
certificates and TLS/DTLS protocols. However, where privacy isn’t a requirement, the data can be
authenticated by any party if it’s signed on sensor at “time of capture,” and this approach cuts the
burdens of link level encryption, which can be particularly important in multi-hop architectures.
It is very common to encounter concerns over the cost and power of IoT chips for cryptographic
operations. However, it is important to recognise that Elliptic Curve Cryptography (ECC) has been
proven 10x faster and more efficient than traditional encryption in resource constrained chips, such as
IoT chips. ECC achieves this 10x improvement in speed and efficiency without reducing the level of
security. ECC has even demonstrated “industry best practice” levels of security, equivalent to RSA
2048, and demonstrated such equivalent levels of security on extremely resource constrained chips
such as 8-bit processors, and megahertz and even kilohertz speed 32-bit processors, some of which run
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on such low power as to be viable even in many micro-watt energy harvesting use cases. The DTLS
variant of TLS was developed specifically for low-power devices that operate intermittently between
sleep cycles. Last, the financial cost for such 32-bit chips can be in the 50-cent range, so it is not
appropriate to use cost or power as reasons for skimping on security below reasonable thresholds
where security matters. For these reasons, we have proposed the following guidelines on key lengths
for IoT device authentication where security matters: (a) 224-bit ECC at a minimum for end-entity
certificates, with 256-bit and 384-bit preferred; (b) 256-bit ECC at a minimum for root certificates, with
384-bit preferred.
Today, we cannot imagine the inconvenience of manually installing our browsers with certificates for
each web server, nor can we imagine the damage from blindly trusting any certificate. That’s why each
browser has a few “roots” of trust against which all certificates are evaluated. Embedding these roots
into browsers enabled security to scale to millions of servers on the web. As billions of devices come
online annually, it is equally crucial that we embed both roots of trust and device certificates into these
devices.
In managing data for the IoT, data needs to be kept safe and secure at all times. Our lives frequently
depend on the correctness, integrity, and properly functioning availability of these systems more than
on the confidentiality of the data. Authentication of information and devices, and provenance of
information, can be critical. Unfortunately, data is often stored, cached, and processed by several
nodes; not just sent from point A to point B. For these reasons, data should always be signed whenever
and wherever the data is captured and stored. This helps mitigate risks of anything tampering with the
information. Signing data objects once at capture, and relaying the signature with the data, even after
the data is decrypted, is an increasingly common and useful engineering pattern.

2)

Protecting Devices

a)

Protecting the Code that Drives IoT

In powering up, each device boots and runs some code. In that context, it is crucial that we ensure
devices only do what we programmed them to do, and ensure that others cannot reprogramme them
to behave maliciously. In other words, the first step in protecting a device is to protect the code to be
sure the device only boots and runs code that you want it running. Fortunately, many chip makers
already build “secure boot” capabilities into their chips. Similarly, for “higher level” code, a number of
time-proven, open- source, and client-side libraries like OpenSSL can easily be used to check signatures
of code, and accept code only if it comes from an authorised source. In that context, signing firmware,
boot images, and higher- level embedded code are all increasingly common, including signing the
underlying software components such as any operating system, and not just applications, but all code
on the device. This approach can ensure that all critical components, sensors, actuators, controllers,
and relays are all properly configured to only run signed code and never run unsigned code.
An apt rule might be, “never trust unsigned code.” A corollary would be, “never trust unsigned data,
and especially don’t ever trust unsigned configuration data.” With today’s signature verification tools,
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and with hardware support for secure boot improving, the next challenge for many companies is
“managing the keys,” and “controlling access to the keys” for code signing and protection of embedded
software. Fortunately, some CAs also offer hosted services that make it easy to safely and securely
administer code- signing programmes that ensure tight control over who can sign code, who can
revoke such signatures, and how the keys for such signing and revocation are protected.
In an embedded context where software may need to be updated for security reasons, and where
battery impact of updates must be handled carefully, it can be very important to sign and update
individual blocks or chunks of such updates and not force anyone to sign entire monolithic images, or
even an entire binary le. Instead, having such software signed at the block or chunk level can enable
such updates to be done with much finer granularity without sacrificing security and without having to
sacrifice the battery for security. Instead of always requiring hardware support, this flexibility can often
be achieved from a small pre-boot environment, which might run on lots of embedded hardware.
If battery life is so crucial, why not simply configure a device with a permanently burned image that
can’t be replaced or updated by anyone? Unfortunately, we must assume that devices in the field will
be reverse engineered for malicious purposes. When the devices are reverse engineered and
vulnerabilities are discovered and exploited, the vulnerabilities will need to be patched as quickly as
possible. Code obfuscation and code encryption can considerably slow down the reverse engineering
process, and deter the majority of attackers, but not entirely prevent reverse engineering. Attackers
with nation-state levels of resources, or the resources of sophisticated transnational malicious
organisations, may still be able to reverse engineer programmes including programmes protected
through obfuscation and encryption, particularly since code must be decrypted to run. Such
organisations will find and exploit vulnerabilities that will need to be patched. For these reasons, over
the air (OTA) update capabilities must be built into the devices before they leave the factory. Such OTA
update capabilities, including software and firmware updates are crucial to maintaining a strong
security posture for a long list of reasons that we’ll elaborate in a section further below, “Managing
Devices.” However, obfuscation, granular code signing, and OTA updates may eventually need to be
tightly joined for all to work both effectively and efficiently.
Fortunately, both granular and monolithic code signing leverage the same certificate-based trust model
described in the section on “Protecting Communications,” and the use of ECC in code signing can
provide the same benefits of high-security with fast performance and low-power consumption. In that
context, we propose the following guidelines on key lengths for IoT code signing where security
matters: (a) 224-bit ECC at a minimum for end-entity certificates, with 256-bit and 384-bit preferred;
(b) 521-bit ECC at a minimum for root certificates, because signed code is generally expected to be in
use years or even decades after signing, and the signatures must be strong enough to remain secure for
such a long time.

b)

Effective Host-Based Protection for IoT

The cornerstones above describe fundamentals of key management and authentication for IoT, as well
as code-signing and configuration signing to protect the integrity of the device, and the basics of
managing such code and configuration, “OTA.” Unfortunately, even after protecting communications
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and protecting the secure boot of a well-managed device, the device still needs protection long after
boot. Host- Based Protections address those needs.
IoT devices face many threats, including malicious data that can be sent over authenticated
connections, exploiting vulnerabilities and/or misconfigurations. Such attacks frequently exploit many
weaknesses, including but not limited to (a) failure to use code signature verification and secure boot
and (b) poorly implemented verification models, which can be bypassed. Attackers often use those
weaknesses to install backdoors, sniffers, data collection software, file transfer capabilities to extract
sensitive information from the system, and sometimes even command & control (C&C)
infrastructure to manipulate system behavior. Even more disturbingly, some malicious data attacks can
exploit vulnerabilities to install malicious software directly into the running memory of “already
running” IoT systems in ways that the malware disappears on re-boot, but does tremendous damage
between reboots. This is particularly scary as some IoT systems, and many industrial systems, are
almost never rebooted. Sometimes such attacks come through an IT network connected to an
industrial or IoT network. Other times, the attack comes over the Internet, or through direct physical
access to the device. Of course, regardless of the initial infection vector, if not detected, the first
compromised device remains trusted and then becomes the avenue for infecting the rest of the
network, regardless of whether the target is the “in-car” network of a vehicle, or a plant-wide
operational network of a manufacturing plant. For such reasons, IoT security must be comprehensive.
Closing a window but leaving a door open, “isn’t adequate.” All of the infection vectors must be
mitigated.
Fortunately, when coupled with a strong code signature and verification model, host-based protection
can help secure the device against all of these threats by using a number of technologies including
system hardening, whitelisting, application sandboxing, reputation-based technology, anti-malware,
and encryption. Depending on the needs of the specific system, a combination of these technologies
can ensure the highest level of protection for every device.
System hardening, whitelisting, and application sandboxing can provide network protection, closing
back doors, limiting network connectivity by application, and restricting both inbound and outbound
traffic flow. This can also provide protection against different exploits, restricting app behavior,
protecting the system from buffer over flows and zero day attacks, while preserving control of the
device. Such solutions can also be used to prevent unauthorised use of removable media as well as
locking down device configuration and settings, while also de-escalating user privileges where needed.
Such solutions can also provide auditing and alerting functions, helping monitor logs and security
events. Policy based technologies can even be run in environments without the connectivity or
processing power required to run traditional signature-based technologies.
Reputation-based security technology can be used to put les in context, using their age, frequency,
location, and more to expose threats otherwise missed, as well as provide insight on whether or not to
trust a new device, even when successfully authenticated. Such techniques can also identify threats
that use mutating code or adapt their encryption schemes, still separating les at risk from those that
are safe, for faster and more accurate malware detection, even despite such challenges.
Of course, the mix of technologies will depend on use case, but the options above can be combined to
protect devices, even in resource-constrained environments.
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3)

Managing Devices

As mentioned above, devices will be reverse engineered, vulnerabilities discovered, and devices will
need to be updated OTA. Of course, OTA update mechanisms add complexity, so many engineers
attempt to avoid them at their peril. Fortunately, a good OTA mechanism can be used for many
purposes, not just software / firmware security patches and functionality updates, but also:
•
•
•
•
•
•

Configuration updates
Management of security content and security telemetry for security analytics
Management of telemetry and control for proper system function
Diagnostics and remediation
Management of Network Access Control (NAC) credentials
Management of permissions, and countless other examples

Of course, all of the above must be done safely and securely, and requires more than securely signing
code and performing le transfers. Fortunately, strong standards exist for managing software and
firmware inventories on each device, as well as device configuration, and many vendors support such
standards including the Open Mobile Alliance (OMA). Some of these solutions scale to managing
billions of devices.
Managing security for each device can include managing configuration of host-based security
technologies that we described in the preceding section. Of course, some security technologies need
OTA updates of security content such as blacklists, whitelists, heuristics, intrusion prevention
signatures, and reputation data. Fortunately, some security technologies depend on policy based
mechanisms that only need updates when the software on a device is re-imaged for other purposes,
such as adding functionality. However, both types of security technology can generate security
telemetry that is valuable in facing Advanced Persistent Threats (APT). For such reasons, the security
telemetry should always be aggregated from those host-based (device-based) technologies for more
central analysis.
Of course, the security components are not the only components on each device that need to be
managed safely and securely. Most devices generate sensor data or telemetry that needs to be safely
and securely collected and transmitted to a safe and secure place for storage and analytics. Many
devices also actuate control features that need to be managed carefully with configuration parameters
that need to be safely and securely kept up to date. Fortunately, infrastructures that use safe and
secure general device management protocols can be used for safely and securely managing the
device’s primary functionality as well as the device’s security content and telemetry. In fact, such
frameworks are already being adapted for OTA management of cars, and already used to safely and
securely manage in-store interactive marketing kiosks, as well as vending machines. Some of these
management frameworks use a mix of agent based and existing agentless IoT management protocols
where the device is built to support standards-based management for simpler management functions.
Additionally, some management frameworks can even couple those techniques with insights collected
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from network sniffers.
In this context, IoT systems must have update capabilities built into them from the beginning. Failing to
build in OTA update capabilities will leave devices exposed to threats and vulnerabilities for the
entirety of their lifetimes. Of course, such update capabilities can be used to manage device
configurations, security content, credentials and much more. Similarly, such update capabilities can be
used to push functionality and collect telemetry in addition to collecting software inventory
information and pushing security patches. However, with or without such additional functionality, basic
update capabilities and the ability to manage the security posture of each device must be built into the
device from the beginning.

4)

Understanding your System

a)

Security Analytics to Address Threats Beyond the Above Countermeasures

Of course, no matter how well you protect the device, protect the code, protect the communications,
and no matter how well you manage your security posture, even using the best possible OTA
management framework, some adversaries still have the resources and capabilities to rise above those
defenses. For such reasons, strategic threats require strategic mitigation technologies. Security
analytics can leverage security telemetry from devices and network hardware to help provide an
understanding of what is happening in the environment, including detection of stealthier threats.
Equally importantly, “monitoring” and analytics can often be deployed, as an interim solution in
environments where upgrading devices to conform to the first three cornerstones above will take
years. Examples of such environments include legacy devices such as industrial control systems
(manufacturing, oil and gas, utilities) that cannot be modified until an end-to-end replacement system
is ready, automotive cars already on the road whose deeply embedded microcontrollers obviously
cannot be “torn out and replaced,” and healthcare environments where suppliers prohibit hospitals
from modifying the equipment to add security. In such cases, anomaly detection solutions can be
extremely valuable. The deterministic nature of many IoT networks allows the system to be baseline
and deviations quickly identified. The wide variety of industrial and IoT protocols can make the
problem harder, but newer techniques using advanced machine learning can allow the problem to be
solved. Considering that many IoT systems have high demands on availability, this solution is less
invasive in “detect” mode while ensuring that any false positives do not bring down the system.
Other examples include gateways, such as between legacy environments and better-protected
environments, particularly as an attack in one part of the ecosystem or environment could be
transmitted across the entire network if not caught early. Similarly, other high priority targets for
distributed monitoring and centralised analytics include gateways between “industrial” networks and
“IT” networks, residential gateways separating homes full of devices from the rest of the internet, the
head unit of a car as a gateway between the “in-car” networks and the cellular network, and gateways
between automotive drive system instrumentation and infotainment networks in the car.
For many of these examples, customers can work with security vendors to utilise existing big data
security analytics infrastructure and large threat intelligence gathering systems to collect, analyse, and
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share information across entire networks and ecosystems. Some of these efforts are already ongoing in
different verticals such as retail and critical infrastructure, and these efforts can ensure that a system
as a whole can be quickly updated to protect itself against any emerging threats.
In many cases, the calibre of “data science” and security expertise required in the analytics for
detecting extremely advanced threats can be beyond the capabilities of companies who do not
specialise in those areas. For such reasons, many companies are turning to “managed” solutions akin to
managed security solutions so that they can count on experts doing the monitoring and analytics. In
other cases, companies are building their own repositories of IoT security telemetry, and controlling
access to that repository so that they enable multiple analytics partners to help them find such
advanced threats. Some analytics products and platforms are even exposing API and SDK to both
enable such sharing, and to ensure safe control of such sharing, such as ensuring only relevant data is
shared with the right partners, and ensuring that each partner’s access is appropriately restricted.
For examples bridging industrial and IT networks, we recommend creating a single data plane spanning
both environments to get a prioritised view of different threats, and to best mitigate risks of threats
tunneling from one environment to the other. Such solutions should work across different vendors and
different devices and protocols to ensure that each customer gets a holistic view without blind spots in
their network.
Through such analytics, “detection and response” can complement strong protection technologies to
provide security against the vast majority of attacks, as well as mitigating risks of the most serious and
capable adversaries.

b)

What to Trust

Today, countless IoT technologies and systems are really no more than “intranets of things.” However,
as more and more of these systems will need to connect with each other, it becomes increasingly
critical to “know what to trust.” Device certificates can establish pedigree and lineage of a device.
However, questions on whether or not that device should still be trusted, will eventually need to be
answered by other services, such as reputation based services, or a “Directory of Things.” Such a
directory could track not only security information regarding each device and IoT system, but could
also help track and manage the permissions and entitlements that devices and systems grant each
other. In fact, as we each find ourselves surrounded by more and more IoT devices, such directories
could also help with “discovery” of devices in areas of interest, and with features of interest. In such a
model, it might even be possible to quickly find a remote device through such a directory, and quickly
agree to purchase data or services from that device. Even if you’ve never seen the device before, the
devices details including its capabilities and reputation could all be listed in such a directory. In fact,
when you consider that the device will want to know whether or not it can trust a user, perhaps a
“Directory of Things” isn’t enough. Perhaps we need a “Directory of Everything,” including devices,
systems, users, and perhaps even a kitchen sink, if the sink is “internet connected” like a recent
Stanford project monitoring water usage given California’s drought in 2015.
Of course, not many people have smart sinks or even smart refrigerators “yet.” However, many of us
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have a car that fetches traffic information over the Internet, a Smart TV or Blu-ray players that stream
video over the Internet, a fitness wearable, and we use ATM machines and digital Point-of-Sale
machines more often than we can count. In that context, we might each want our own “Directory of
Things” to manage them all sooner rather than later. Still, where protecting the communications,
protecting the devices, managing the devices, and security analytics for addressing strategic threats,
are all absolutely required for IoT Security, we have to admit that the “nice” concepts of “Directories”
for “knowing what to trust” are still more formative and visionary, and neither a cornerstone, nor a
required ingredient in “understanding your system” today, at least not for most parties. We include
these “nice” concepts of “Directories” for “knowing what to trust” only to give a preview of challenges
ahead for many in trying to manage such complexity at such scale. We include them as some
companies are already facing such challenges, as they are already responsible for protecting more than
a billion devices. For them, that “future” is already here, and they are not alone.

5.

Why IoT Security must be Comprehensive
To clarify why none of the cornerstones mentioned above can be neglected, let’s consider an example
of trains.
In trains, electric motor controllers not only control acceleration of such trains, they often also control
regenerative braking of trains. Even if mechanical brakes are included as a safeguard against
uncontrolled acceleration, no such mechanical safeguards prevent a maliciously programmed motor
controller from sudden and disproportionate braking that could cause harm to the train and its
occupants. For these reasons, it is essential that all code executing in such controllers, brakes, switches,
and more—all code driving any kinetic aspect of the train—be properly signed and all such components
properly configured to never run anything but signed code.
Similarly, if communications aren’t authenticated, both within the train, and from the train to other
infrastructure, the consequences can be severe. It’s not hard to imagine the consequences if control
signals within the train for acceleration and braking could be spoofed, nor is it hard to imagine the
consequences for spoofing an all clear when danger lays ahead.
Further, without host-based protections, the controllers themselves could be hacked, and malicious
parties could achieve any of the same evil objectives without needing to defeat the authentication or
code signing mechanisms.
Moreover, the necessity of such comprehensive security is not limited to trains. As cars become
increasingly connected, they require similar host-based protections. Such protections can be deployed
on the head unit of a car even if the car is running a real-time operating system. Of course, as the code
is updated OTA, these policies can be updated OTA using the same OTA system. Without the ability to
“adapt” security posture OTA, adversaries will quickly adapt to find your weaknesses and exploit them.
However, even if all of the above is done correctly, the most sophisticated adversaries can still defeat
such countermeasures. For such reasons, backend security analytics are required to mitigate these
strategic threats. Such systems can continuously collect data, forming baselines for trains, planes, cars,
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manufacturing plants, point of sale systems, nearly anything. With such baselines, IoT security analytics
can quickly detect anomalies, helping detect stealthier threats, and feeding advanced threat
correlation as part of broader security analytics in helping fight these strategic threats.
Last, it’s important to note that IoT security does not exist in a vacuum. Many of these devices need
“physical security,” and the type of physical security will depend heavily on the use-case. An IoT device
in the home might simply need an enclosure that prevents a maid from tampering with the device to
spy on employers. However, IoT devices in a manufacturing plant often need layers of physical security
that include key-card access to each room, and similar restrictions out to a fence distance determined
by electro-magnetic risk decisions. Personnel security needs will similarly vary dramatically. However,
physical security and personnel security are not unique to IoT. Most companies already address these
well today, and must do so simply to protect normal factory production, and protect their traditional IT
systems. For those reasons, this document has focused exclusively on the requirements for getting IoT
Security “right” in and between IoT devices and their communications. Of course many of these devices
frequently interact with traditional backend IT systems often running in a data centre or in a cloud. We
assume that you will get security “right” for those systems. However, please bear in mind that where
those “traditional” IT systems either drive IoT devices and systems, or handle data from the IoT devices
systems, failure to get security right for those “traditional” IT systems can completely undermine all of
the security that you have built into your IoT system.
As IoT becomes increasingly commonplace, and particularly as life critical systems like cars, planes, and
industrial equipment increasingly leverage IoT, security must be correctly built into these systems, so
that they are “secure by design” with security “built in” from the beginning. The stakes are simply too
high for mistakes in most cases. Toward that end, to help others build security into their systems, and
toward helping achieve industry consensus on a minimalistic set of cornerstones that could provide
adequate security against today’s threats, we hope this paper helps.

6.

Summary
This paper advocates a simple and effective reference architecture for IoT security that should be easy
to deploy and scale.
•
•

•
•

The architecture mitigates malicious code by ensuring that all code is cryptographically signed
and authorised for the device, and ensuring that unsigned code is not permitted to run.
It protects communication through mutual authentication and encryption, leveraging timeproven certificate authorities and time proven trust models already protecting more than a
billion IoT devices, but leveraging newer ECC algorithms to provide that level of security in
resource constrained IoT devices.
The architecture further mitigates malicious data through host-based protection and further
mitigates all remaining threats through security analytics.
As vulnerabilities and threats are discovered, they can be mitigated through effective, safe, and
secure dynamic management of the system.
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This reference architecture is grounded on time-proven fundamental tenets of security. At the same
time, in stripping the architecture to a minimalistic “required” level of security, we have excluded
substantial security features and security functionality that would be very “nice” to have, even if not
required to the same degree as the elements described above. We have stripped this security
reference architecture into its barest form for several reasons. As engineering professionals, we need
to establish an appropriate and easily reached minimum level of security for any IoT system where
security matters, and it is valuable to everyone if the same architecture can be applied across many
different verticals, particularly with protective security talent in such rare supply. Still, some companies
may choose to go “above and beyond” the level of security that we describe here. We applaud that as
often good, even when not obligatory. In many cases, we hope that verticals, top suppliers, and service
providers in those verticals go far beyond the minimum established above. More importantly though,
“skimping” in any one of the four cornerstones invites harm in all of the forms that could be done
through misuse of your system.
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